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Fault Injection; This paper presents a comprehensive v %111‘53/ analysis
LoRaWAN; of LoRaWAN networks, focu51n effects of
Cyber-Physical System; electromagnetic interference nd power supply
Electromagnetic Interference; disturbance (PSD) faults on network performance and security.
Power Supply Disturbance The study begins by outllm_ng undamental principles of
LoRaWAN, including its arc % key management, and

security features. elves into the potential

vulnerabilities introdu EMI and PSD, which can disrupt

communication, cause rruption, and lead to security

breaches. Through ies of physical experiments, a

developed framew® uates the impact of these factors on

LoRaWAN networ various conditions. The results reveal

that EMI n significantly degrade the performance

of LoRaWAN ks, leading to packet loss, increased

latency, ompromlsed data integrity. The study also

highlights importance of continuous monitoring and

adapti securlty measures to ensure the resilience of

LoR networks against EMI and PSD. Finally , this

ehehsive vulnerability analysis underscores the need

robust security and reliability measures in LoRaWAN

networks to safeguard against the adverse effects of EMI and

PSD. The findings contribute to the ongoing efforts to

enhance the security and performance of IoT networks,

ensuring their reliable operation in diverse and challenging

environments.
1. Introductl
Cyber- Phy ystems (CPS) and Internet of Things (loT) facilitate intelligent, real-time operations by transmitting
sensi . These systems have three core components: sensors, aggregators, and actuators, making them indispensable

acrossyarious sectors, especially in industrial applications [1]. LoRaWAN, a communication protocol tailored for CPS and
10T, enables long-range connectivity with minimal power usage in unlicensed frequency bands. This makes it particularly
suitable for environments with numerous connected devices involved in process and environmental monitoring [2][3][4].

LoRaWAN uses Chirp Spread Spectrum (CSS) modulation for long-range communication, supporting distances of up to
15 kilometers in rural areas and several kilometers in urban environments. While on paper, CSS suggests resilience, real-
world environments pose challenges. LoRaWAN’s long-range capability is suitable for applications where devices are
dispersed and need to communicate with a central gateway. However, maintaining stable connections between end devices
and gateways can be difficult due to potential faults like clock glitch, power supply disturbance (PSD), and electromagnetic
interference (EMI) [5][6]. Therefore, examining LoRaWAN's performance and reliability is an essential task.
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While analytical modeling and simulation are two potential evaluation methods for the performance of LoRa technology,
they often fall short in addressing intricate complexities in real-world scenarios. Although analytical modeling and
simulations can offer insights, they fail to replicate all variables encountered in practical scenarios, leading to inaccuracies.
In contrast, physical evaluation ensures that our findings are grounded in actual performance data and provides assurance in
our assessment of LoRaWAN under such conditions. Previous research has explored the functionality of LoRa technology
and its performance in various environments and parameter settings. However, the impact of physical transient faults like
EMI and PSD on LoRa performance remains largely uninvestigated due to the challenge of establishing a standardjzed and
reliable fault injection test environment. f&

This paper aims to assess the vulnerability of LoORaWAN networks to EMI and PSD transient faults. We in@e LoRa
modules and gateways, subjecting them to controlled fault injection. A mining-related 10T application cruci% onitoring
and accident prevention has served as our workload, highlighting the importance of stable operating condi in'such critical
environments [7]. To address critical failure points, we developed a LoRaWAN-based system wit to monitor key
inputs. A LoRa gateway was deployed to facilitate communication between end devices and the % server. This setup
enables data transmission to a separate alarm-equipped end device, triggered under unsafecenyitonmental conditions. In an
electromagnetic fault injection lab, the transmitting end device was subjected to electromaghetic Waves (80 MHz to 1 GHz,
excluding the LoRa operating frequency) with both horizontal and vertical polarizations. Packéfs’of varying content and size
were transmitted during this process. For power supply disturbance injection, a dedicat®e, PSD injection circuit was inserted
into the LoRa power supply line. The regulator's output voltage was branched to ® hRa device and the fault injection
circuit. Randomly timed glitches with varying durations were introduced, redugi % oRa's 3.3V operating voltage by up
to 30%. This multifaceted approach allows us to comprehensively evaluate, t ustness of LoRaWAN in challenging
operational environments. The contributions of this paper are as follows: Q

» A LoRaWAN network has been implemented and a practical.app@ or mine environment monitoring developed.
0

 This study investigates the vulnerability of LoRaWAN net EMI as well as PSD transient faults through
controlled fault injection in a standardized testing envi ent. A comprehensive analysis of the impact on key
performance metrics, including packet loss rate, | vy, Sigpal-to-Noise Ratio (SNR), and Received Signal Strength
Indicator (RSSI), is presented.

 Extensive analysis demonstrates the robustness of the L@RaWAN network against EMI across the specified range, except
at the operating frequency, which exhibits vulnekability and necessitates appropriate shielding.

» The vulnerability of the LoRaWAN net to PSD is investigated using a custom-designed PSD injection circuit. A
comprehensive analysis of packet loss R#and RSSI is performed.

The rest of this paper is organized¥as follows: Section 2 is dedicated to reviewing previous work in fault analysis and

evaluation methods. Section 3 comprg ively investigates the physical prototype setup used as testbed for fault injection

experiments. It also presents wenkloae”used as CPS application on top of the developed prototype. Fault injection
environment and the metho&sf injection of EMI and PSD is presented in Section 4. Evaluation of empirical results

from EMI and PSD fault inj are shown in Section 5. Finally, Section 6 concludes the paper.

2. Related Work

Several related ‘ork!focus on the analysis and evaluation of LoRaWAN. For instance, [8] evaluates LoRaWAN coverage in
urban and ti nvironments with a fixed base station and a mobile end device (mounted on a car or boat) transmitting
packets pemlly. The resulting data was used to develop a channel attenuation model, potentially useful for network
prov in_estimating base station density and conducting more detailed LoRa performance analysis. Research in [9]
investigates the communication coverage of low-power technologies, including LoRa, across varying distances and
placements (ground level, underground, rooftop). Their findings indicate a significant decrease in reliability over long
distances. This work also compares the transmission capabilities of LoRaWAN and NB-IoT in challenging environments
(underground, underwater, through metal), concluding that NB-loT performs slightly better on average, although both
demonstrate robustness. Furthermore, [10] explores the comparative performance of LoRaWAN and NB-IoT in harsh
environments, while [11] assesses LoRa reliability under varying temperatures, showing that increasing temperatures can
degrade link quality and reduce RSSI and SNR. Other studies, such as [12] and [13], examine the impact of electromagnetic
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interference (EMI) on wireless communication systems, demonstrating its detrimental effects on signal quality, error rates,
packet loss, and latency in Wi-Fi, Bluetooth, and Zigbee-based 0T systems, respectively.

Several studies have explored voltage-based fault injection attacks against resource-constrained IoT devices. Research
done in [14] demonstrates the feasibility of such attacks by briefly reducing the operating voltage of an 8-bit AVR
microcontroller to near zero. This research highlights the vulnerability of these devices, particularly when operating near
their specified limits. An study in [15] investigates the security implications of voltage manipulation on IoT devices like
sensors and actuators used in critical systems such as automotive braking, industrial control, and robotics. By injecting
malicious signals through the power supply, it attacks can compromise sensor readings or manipulate actuator lé@or,
potentially leading to hazardous consequences. Q

Another related work introduces a novel attack vector using malicious field-replaceable units (FRUSs) [%0 authors
integrate a low-cost fault injection circuit within a FRU, which can be placed in proximity to the t ice. FRUs,
commonly found in devices like routers, mobile phones, printers, and health sensors, are often in@by third-party
technicians without rigorous authentication, presenting a significant security risk. This research de rates how such a
malicious FRU can be used to extract secrets from a privileged system process through, a bimeéd hardware-software
approach, even when only the attacker's software application is compromised. The low ¢ f thigattack, significantly less
than professional fault injection analysis equipment, coupled with the potential for remote exectition, underscores the growing
threat of fault injection attacks. Considering the advancements in software-only fault jajectiontechniques, the authors argue
for broader implementation of fault tolerance mechanisms across various deviceﬂ:las@

2

3. Physical Prototype Setup and Workload

Our prototype setup, shown in Fig. 1, emulates a typical Cyber- Phy5| ,QCPS) architecture, specifically designed for
EMI as well as PSD experiments with a real use case in real- I|fe where the occurrences of EMI or PSD are high.
Also, a full-scale CPS comprises numerous transmitter and rece@ s communicating through a gateway, our prototype

utilizes a single instance of each component to effegtively eyaluate the impact of fault injection on LoRaWAN
communication. This setup, representative of many realfw oyments, consists of a transmitter node equipped with a
LoRa chip, a temperature and humidity sensor, and a gas sensér, which are common elements in various CPS applications.
The LoRa module is connected to a frequency-matched antéhna to ensure reliable transmission. Data from the transmitter is
received by an eight-channel LoRaWAN gatewayg which acts as a bridge to the network server, forwarding data to the cloud
via the internet. This connection facilitatece ing on the application server and enables subsequent actions. Finally,

a separate LoRa-enabled receiver node listeng downlink messages, maintaining synchronization with the transmitter and
providing status updates. This configutation alfows for a comprehensive investigation of fault injection effects across the
entire LORaWAN communication chaf

3.1. CPS Application @

Fig. 2 illustrates the imple ion of our system within a mining environment, chosen for its challenging communication
conditions and critical % requirements. The deployed sensors monitor environmental parameters, specifically
temperature and gas(lgvels, @gucial for miner safety. The transmitter node, equipped with these sensors, not only transmits
the collected dam' aWAN to the gateway but also performs on-device state calculation, triggering local LED alerts

ditions. This calculated state is included in the data transmitted to the gateway.

based on detect
Upon @ing the sensor data and calculated state, the gateway forwards this information to The Things Network
(TT y adopted open-source LoRaWAN network server. From TTN, data flows to our application server,
imple using Node-RED, a flow-based programming tool ideal for 10T applications. The lightweight and efficient
MQTT\protocol facilitates communication between TTN and Node-RED. Our custom Node-RED dashboard provides real-
time visualization of the mine's environmental conditions, displaying temperature and gas levels using charts and gauges.
Crucially, the dashboard incorporates alert functionality based on pre-defined system states. Upon detection of a critical state,
such as a gas leak or potential explosion, Node-RED transmits a command back through TTN, initiating a downlink message
to a dedicated receiver node within the mine. This receiver node then activates visual and auditory alarms, providing
immediate notification of the hazardous condition. This closed-loop system ensures rapid response to critical environmental
changes, enhancing safety within the mine.
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4. Fault Injection Method

This section presents the methodology used to evaluate the robustness of the proposed LoRaWAN-based cyber-physical
system against two major types of transient faults: EMI and PSD. It begins by detailing the controlled laboratory
environments specifically designed for EMI and PSD injection, including the configuration of hardware components and
shielding techniques. Next, the section explains the experimental setup, outlining the defined scenarios, packet
configurations, and injection parameters used in both fault types. The final part addresses network-level factor h as
congestion and packet timing, which can influence system performance under stress conditions. Together, these mns
form a comprehensive foundation for understanding the empirical results presented later in the paper. o d

4.1. EMI injection environment Q

System robustness against electromagnetic interference (EMI) was evaluated within a CW electromagnetic
environment. An electromagnetic compatibility (EMC) laboratory, designed to prevent extern nd minimize internal
reflections (Fig. 3), served as the testing environment. Controlled EMI, generated across inedyfrequency spectrum, was
emitted using an antenna and signal generator conforming to the IEC 61000-4-3 standard.

Fig. 4 shows a schematic overview of PSD fault injection environment avherg- fault injection manager is responsible for
managing the entire fault injection process. Components include a vo, ulator, PSD circuit as a fault injector, LoRa

sender module (or transmitter node) along with its microcontrofler. oRa module is programmed via the connected
microcontroller to send network packets through the Wi-Fi ante@his process, the input power supply receives its value

4.2. PSD injection environment

from the output of the PSD circuit, which experiences a tempotary yoltage drop (disturbance) when the microcontroller unit
present in the PSD circuit commands the transistor

t fault. One of the microcontrollers is responsible for
initializing the LoRa module, while the other manages jection (fault occurrence time and its duration). A voltage
regulator LD1117V33 is exploited. This regulator agcepts Mput voltages ranging from 3.3V to 5.0V and provides a stable
3.3V output with a maximum current capacity of 2200mA. The NMOS MOSFET transistor (IRF540) is exploited so that its
source is connected to the ground, and its draipgs conMfected to the output node of the voltage regulator.

The gate of this transistor is contro @ a microcontroller (inside PSD circuit in Fig. 4). Following a programmed
sequence, the microcontroller selects agandom time point between the warm-up period and the end of the transmission phase.
At this fault injection time, the micr, ller activates the NMOS transistor's gate, briefly introducing a power supply
disturbance at the regulator's out njected fault results in a voltage drop at target LoRa Sender (LoRa module) from
3.3V to 2.6V, potentially aff@ LoRa module's operational mode and other parameters.

4.3. Experimental Setu

The CPS applicatior@e ree states based on gas level and temperature:
: Both gas level and temperature are within safe zones.

> The gas level is out of the safe zone, but the temperature is within the safe zone.
e Explosion: Both gas level and temperature are out of safe zones.
LoRa itter node which plays sender role, transmits these states based on sensed data from the environment.

To evaluate the impact of Electromagnetic Interference (EMI), six experimental scenarios were designed, as summarized
in Table 1. These scenarios combined two antenna polarization configurations (vertical and horizontal) with three different
payload sizes (two, five, and nine bytes), reflecting a range of data transmission patterns—from minimal system state
reporting to more comprehensive sensor data transmission. Each scenario was compared against a baseline measurement
taken without EMI present (golden run). This comparative methodology enabled a focused analysis of how specific EMI
conditions influence system performance.
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In our study, the primary focus has been on analyzing the uplink communication, as the chosen CPS scenario—
environmental monitoring in a mining application—primarily relies on data flowing from sensor nodes to the gateway. For
evaluating the effects of EMI and PSD, we monitored the performance of uplink packets with varying payload sizes and
transmission rates, measuring metrics such as packet loss, RSSI, and SNR. This emphasis was intentional, since failures in
uplink communication pose more immediate risks in critical applications like gas detection or temperature monitoring.

That said, downlink communication was also implemented in the system—specifically for sending alerts from the server
back to an actuator node (e.qg., to trigger a local alarm). However, since downlink traffic is much less frequent and less,time-
critical in our scenario, we did not perform an independent, in-depth statistical analysis on downlink behavior. fb'

For PSD effect evaluation, eleven scenarios, as detailed in Table 2, were defined for all experiments, with @cenario
comprising twenty local experiments. In all experiments, ten packets were transmitted, with the first five sen%E a warm-
up period. Fault injection commenced with the transmission of the sixth packet. The performance undep®ach’scenario was
compared against a "golden scenario" baseline, representing trials conducted without fault injection. arios 1 through 9
utilized a consistent packet size while varying the fault injection duration. Scenarios 10 and 11 shar me fault injection
duration as Scenario 5 but differed in packet size. This structured presentation clarifies th e& tal methodology and

t

provides a clear overview of the different scenarios, facilitating a more rigorous analy: f esults within a research
context.

As can be seen from tables 1 and 2, number of scenarios are different for EMI an D fault injection experiments. This
is due to the fact that when applying EMI, controlling fault duration is not possiblé; ho , polarization of injection antenna
is possible to change. These scenarios are setup so that it is possible to find effegts ‘0 fault injection parameter on packet
transmission process. &

4.4. Network Congestion 'Q

To assess the robustness of our LoRaWAN-based CPS implemg t@mer stress, we conducted experiments simulating
network congestion. These tests aimed to evaluate system perf; %e under varying traffic loads, a crucial consideration
for real-world deployments. We systematically varied thekairtigne gitilization by adjusting the interval between transmitted
packets, effectively simulating different levels of netwo stion. This allowed us to determine the maximum throughput
achievable within the constraints of our CPS application sceparios. Through these experiments, we determined an optimal
inter-packet transmission interval of approximately 20 seconds. This value balances the need for timely data delivery with

the limitations imposed by LoRaWAN's duty ¢ strictions and the specific requirements of our defined scenarios and
hardware components. This empirically degiv erval ensures reliable operation even under high traffic loads, contributing
to the overall resilience and practicality of o osed system.

Regarding buffer size setup in wire[8gs node, the LoRa modules used (e.g., SX1276-based) typically have 64-byte buffers
for both transmission and reception. ¢ dered payload sizes (two, five, and nine bytes) were well within this buffer limit,
so congestion was not due to buffef;evcrflow, but rather due to increased channel contention and airtime saturation. To ensure
that network congestion w i@ occurring, we relied on multiple indicators: 1) Observable packet loss at higher
transmission rates, 2) Vari e'l&nd degradation in RSSI and SNR, 3) Changes in average inter-packet delay, 4) Reduced
success rate of transmissj er time. These empirical indicators, combined with controlled variation of traffic load, provide
strong evidence that etiyork experienced congestion-like behavior during the experiments.

4.5. The Ef@gRa Transmission Distance

Inde LoRa strength lies in its capability for long-range communication, often spanning several kilometers. In this
e primary objective was to isolate and evaluate the impact of transient faults—specifically EMI and PSD—on the
ss of LoRaWAN communication. To achieve controlled, repeatable, and focused fault injection experiments, a short-
range physical setup was deliberately chosen. This ensured that signal attenuation due to distance did not confound the effects
being studied. Therefore, the effects of background noises (due to channel or external conditions) are removed. However,
while the experimental distance was limited, the findings are still meaningful for long-range scenarios for several reasons:
1. LoRa’s modulation scheme (CSS) is inherently robust against noise and interference, and this robustness is
independent of transmission distance but sensitive to signal quality (RSSI, SNR) which was evaluated.
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2. EMI effects studied here relate to external disturbances at the device level (e.g., coupling to PCB traces or antennas),
which can happen regardless of transmission range.

3. PSD faults primarily affect the transmitter’s hardware operation rather than the propagation channel, so their impact
would similarly manifest even in long-range scenarios.

5. Evaluation Results and Discussion

Since the fault injection experiments have been conducted physically, controllability and observability ha\@ begn performed
at a level that allows access through designers (or end-users). In other words, in the process of fault inj ect rts have
been made to conduct tests with the desired accuracy, and the reports received are influenced by ts that the
implemented system is capable of reporting. The extractable reports have been obtained through the @éuon from the

transmitting device, the gateway interface between the transmitter and receiver, as well as the receiv; vice. Consequently,
the presentation of results is limited to the information that can be extracted from these thre d 1ch includes packet
loss, RSSI, and SNR, as well as checking whether the content of the packets has been recet tly or not. Subsequently,

the effects of each of the fault injection will be presented in order.
5.1. Electromagnetic Interference

Since the system's input current can be affected by electromagnetic interfe@Ml) in the frequency range of 140 to
380 MHz, a clamp filter was used to protect the system against EMI inte ions. Physical evaluations demonstrated that
the filter effectively reduces these disturbances, allowing focus on the ¢ EMI on LoRa modules. During the tests, no
packet loss was observed, indicating robustness in challenging E itions. The analysis also confirmed that the
transmitted data remained unchanged, ensuring data integrity. Howﬁ,{ itial tests at the operational frequency of the LoRa
module showed clear disturbances, including packet loss and s@w ilure. As the system's current input could be affected
by electromagnetic interference (EMI) within the 140 0 frequency range, a clamp filter was used to protect the
system from EMI interruptions. Physical evaluations re at the filter effectively mitigated these disturbances, allowing
for a focus on the EMI effects on the LoRa modules. Throu t the experiments, no packet loss was observed, demonstrating
robustness under challenging EMI conditions. The &nalysis also confirmed that the transmitted data remained unaltered,
ensuring data integrity. However, initial experi at the LoRa module's working frequency showed clear disruptions,
including packet loss and system failure.

5.1.1. EMI Scenario Comparison Ana

Fig. 5, Fig. 6, and Fig. 7 show thatsi olden version, stable RSSI values above -35 dBm indicate stable signal reception
without EMI. A consistent t n all three charts indicates that horizontal EMI has a more significant negative impact
compared to vertical EMI. ThiSyis,evident from the larger deviations from the golden references in scenarios 4, 5, and 6, all
of which are exposed to tal EMI. This suggests that horizontal interference waves may cause more disruption in signal

reception. Figures 5 S that, in the "golden™ version, consistently strong RSSI values above -35 dBm represent stable
signal reception witl@M A consistent trend across all three graphs is the more significant negative impact of horizontal
EMI compared E ve!tlcal EMI. This is evident from the larger deviations from the golden references in scenarios 4, 5, and
6, all subje@ rizontal EMI. This suggests that horizontal interfering waves may be more likely to disrupt signal
reception.

S ig, (vertical EMI, two bytes) demonstrates a lower RSSI compared to golden 1, particularly between uplink counts
0-10 arfd 25-35, indicating a noticeable impact of vertical EMI. In contrast, scenario 4 (horizontal EMI, two bytes) exhibits
a significant RSSI drop compared to both golden 1 and scenario 1. Scenario 5 (horizontal EMI, five bytes) shows a
considerable RSSI decrease compared to golden 2 throughout the transmission, indicating that horizontal EMI consistently
affects signal reception even with moderate payloads. Scenario 6 (horizontal EMI, nine bytes) shows significant RSSI
degradation around uplink counts 45-50 compared to golden 3, confirming the overall impact of horizontal EMI, especially
with larger payloads. This is most prominently illustrated in scenario 6, where the larger nine-byte payload results in a
significantly more pronounced RSSI drop compared to other scenarios.
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Further investigation is needed to gain a comprehensive understanding of the relationship between EMI, payload size, and
RSSI. This can be achieved by comparing the lowest possible payload size to the maximum payload size based on
modifications and standards. As seen in Fig. 8, Fig. 9 and Fig. 10, the golden scenarios, free from EMI, consistently show
high SNR values across all measured instances, with median SNR values for the golden versions being approximately 11 dB,
11.5dB, and 12 dB, respectively. This indicates optimal performance of the LoRa module without interference, maintaining
strong signal quality. In contrast, scenarios with EMI show noticeably lower median SNR values. The golden scenario 1 and
Scenario 4 exhibit higher median values than Scenario 1, suggesting that horizontal EMI has a lesser impact on the LoRa

module than vertical EMI. Scenario 1, the vertical scenario, has the lowest median value. The interquartile ran ),
representing the spread of the middle 50% of SNR values, is relatively narrow in the golden scenarios, indicati tent
signal quality. In contrast, scenarios with EMI display a broader IQR, reflecting greater variability and incoffsist n signal

disruption caused by EMI.

In the golden scenarios, the lower percentiles (25th percentile or first quartile Q1) remain hig g strong signal
quality even at the lower end of the data distribution. However, in EMI scenarios, the IC;VQZ drop significantly.
a

quality. Scenario 2, which involves vertical EMI, shows a wider IQR and several outliers, highli% significant
icatin

For example, scenario 1 and scenario 4 show much lower 25th percentile values c their golden versions,
highlighting that a substantial portion of data points in these scenarios suffer from degraded quality due to EMI .

When comparing the impact of horizontal versus vertical EMI, vertical EMI appea
effect on the LoRa module's performance. Scenario 4 generally shows higher medign
that horizontal EMI is less disruptive than vertical EMI. Similarly, scenario 5
over scenario 2. Despite these differences, all scenarios maintain acceptab
acceptable range, demonstrating the LoRa module's robustness against E

havé a more pronounced negative
alues than Scenario 1, suggesting
slight improvement in median SNR
medians, with most values within the

5.1.2. Average Duration Between Two Consequent Packets 4 @

As shown in Fig. 11, Fig. 12 and Fig. 13, for each golden versi ithrdifferent payload sizes, the average time difference
between uplink packets remains relatively stable compa 0 uivalent scenarios with the presence of EMI. Across all
payload sizes, whether vertical or horizontal the prese | does not significantly affect the average time difference
between uplink packets. The variations observed are mini nd do not establish a consistent pattern.

No clear trend suggests that different payload sizas consistently impact the time difference between uplink packets. The
variations due to payload size are minimal and o owed by the negligible impact of EMI. This indicates that the average
time difference between uplink packets refMai latiyely stable regardless of payload size and EMI presence.

5.1.3. EMI Comparison Discussion

A research into the impact of E Bee technology [17] indicates that for each type of noise, the Packet Error Rate
(PER) rises as the Signal-t atio (SNR) decreases. Additionally, the PER increases with the correlation of the
modulated monofractal, mhat correlated noise results in a higher PER compared to uncorrelated noise [17]. Another
study examining electragiagngtic interference from wireless devices on NB-IoT technology [18] revealed that the most
significant harm cau riterference to an NB-1oT device's receiver is errors in the data received from the base station.
Such errors can resultiinglelays and inaccuracies in controlling and adjusting NB-1oT devices, which is particularly critical
for essential medical devices and high-risk patients. Conversely, the interference caused by NB-1oT devices to 4G/5G mobile
ocal Area Network (RLAN) access points is generally considered benign, with the worst-case scenario
ta rates or brief communication outages.

unusabfe for most applications. When the wireless network was utilized solely for basic file transfers between two laptops, it
failed after less than 30 seconds due to extremely poor performance.

5.2. Power Supply Disturbance

5.2.1. PSD Effect on RSSI
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Effects of PSD transient faults on scenarios 1 to 9 is depicted in Fig. 14. The higher the RSSI value, the stronger the received
signal, while a lower value indicates a weaker signal. Generally, a signal strength of -30 dBm to -60 dBm is considered very
strong, -60 dBm to -70 dBm is strong, -70 dBm to -80 dBm is average, -80 dBm to -90 dBm is weak, and anything below -
90 dBm is considered very weak. As seen in Fig. 14, RSSI in all scenarios and the golden version falls within the range of -
30 dBm to -60 dBm, indicating a very strong received signal. In scenarios 3, 4, 5, and 9, a few packets are in the range of -
60 dBm to -70 dBm, which is still within the strong signal range. The slight drop in RSSI in these areas can be attributed to
the impact of power supply disturbances on the received signal. Finally, the height of the box represents the Integguartile
Range (IQR), indicating that in all scenarios, 50 percent of the data falls within the very strong signal range. @

5.2.2. PSD Effect on SNR

Fig. 15 shows PSD effect on SNR in all experiments done in scenarios 1 to 9. In the LoRaWAN pro
the spreading factor (SF) is set to 7, the minimum SNR is 7.5 dBm. According to Fig. 15, a signifi
scenarios has an SNR higher than 7.5. Since this chart represents the results of packets sent in &

unt of data in all
e of injected faults,
es in the power supply.
10s, 50 percent of the data

a small number of data points are below this value, which may be due to the effects of r
Finally, the height of the box represents the Interquartile Range (IQR), indicating that in all s
fall within the normal range.

[ J

5.2.2.1. PSD Effect on Mean Values of RSSI and SNR (b

The average RSSI and SNR values obtained from all the experiments cond &r each scenario are shown in Fig. 16. In

this figure, two independent curves displaying RSSI and SNR are presenied. sidering the local variations that occurred
in the acceptable and normal range for the

in each scenario compared to other scenarios, and that these change
LoRaWAN protocol, it can be observed that there were no signifiea t@es in the presence of PSD. Particularly, as shown
in Fig. 16, average SNR in all scenarios is close to each othergndSwithin the normal range, with no significant changes
observed. The average RSSI is also in the very strong ran cr@ scenarios. It can be inferred that the mentioned protocol
exhibits good resilience regarding PSD transient faults.

5.2.3. Analysis of PSD Duration Effect on Packet Logs

Considering that a total of twenty experiments nducted in each scenario, resulting in 200 packets sent, some packets
were lost during the experiments due to iuI in the power supply, which caused a voltage drop, preventing LoRa
from sending packets. A notable point.about BgRa is that if a voltage drop leads to data loss, two types of failures occur. In
the first category, after the injection of faults, some packets are lost, but the device restarts and attempts to send other packets.

In the second category, LoRa comple ils and stops sending packets, requiring a restart.

As shown in Fig. 17, in sce@ 1 to 4, where the duration of fault injection is less than or equal to one second,
approximately 10 to 15 pacl&d’I not sent, representing about 7.5% of all 200 packets. In scenarios 5 to 9, where the
duration of fault injection i8%wo;*hree, five, seven, and ten seconds, respectively, the number of lost packets starts at 21 and
can reach up to 53 durj er times, indicating that over 20% of the data is lost. It can be concluded that the longer the
fault injection time, @o ta is lost.

5.2.4. Analys':: @ Effects on Different Payload Size

Scenarios 5 nd 11 share a common fault injection duration of two seconds; however, the packets are sent with different
sizes cenario. As shown in Fig. 18, in scenario 5 with a size of two bytes, 21 packets were lost; in scenario 10 with
a size of five bytes, 29 packets were lost; and in scenario 11 with a size of nine bytes, 39 packets were lost. It can be concluded
that since larger packets require more time for transmission, the likelihood of faults occurring during the transmission of
these packets increases. Consequently, the probability of losing sent packets also increases.

5.3. Discussion on Bit Error Rate and Throughput

The performance evaluation of the LoRaWAN network in this study has been carried out with a focus on parameters such
as Packet Loss Rate, RSSI, and SNR. During the experiments, transmitted packets were thoroughly examined using the
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inherent mechanisms of the LoRaWAN network, and only those packets that were not completely received were considered
as lost. Given this structure—and the fact that the analyses were conducted at the packet level rather than the bit level—it
was not feasible to directly calculate the Bit Error Rate (BER) in this study. This is because BER requires a precise
comparison of transmitted and received bits in successfully received communications. In scenarios where a packet was
received correctly, it is assumed that the content was error-free at the bit level; otherwise, the packet was categorized as lost
and included in the packet loss analysis.

In this study, the primary focus has been on analyzing the effects of EMI and PSD on packet-level performance indicators
such as Packet Loss, RSSI, and SNR, in order to assess the stability and resilience of LoRaWAN-based commu ions
under fault-injection conditions. Although throughput was not explicitly measured or reported in the initial veLsi he
paper, we fully recognize its importance—particularly in applications that require frequent or rapid data @mssion.
However, in our experiments, the data transmission rate was deliberately kept low (e.g., one packet ever&g onds) to
comply with the LoRaWAN network's duty cycle limitations. Therefore, the resulting throughput is inte, ally low and is
not considered a limiting factor. Q

Considering the data transmission rate in the experiments (approximately one packet every 20 s% n
transmitted packets (e.qg., five bytes), an estimate of the throughput can be given as follows; &

Throughput = (Packet Size x 8) / Interval x

For a packet size of 5 bytes:
Throughput = (5 x 8) / 20 = 2 bits per secand (

d the size of the

[ ~4
Therefore, this value is very low and aligns with the characteristics of LoR@ﬁetworks, which are designed for low
power and low data rates. The purpose of these experiments was to exami e ‘Tmpact of error injections (EMI/PSD) on
reliability, not to increase data capacity.
It is worthy to mention that we are limited to report those perfgrmaiice indicators that can be accessible from the physical
system. Since the experimental setup is done at physical level, we ifgl those parameters that were possible to get by the
reports given by the sender node, the gateway and the receiver @e.

5.4. A solution to mitigate the effects of PSD

Based on the results of previous studies, a potential splution'to enhance the performance of LoRaWAN networks under PSD
conditions can be achieved. Class A devices in t aWAN architecture are designed to spend most of their time in sleep

mode and only wake up when data needs {0 best§a itted. This feature can be utilized to design a control mechanism that
prevents data transmission under unfavorable iti S
usl

In one possible solution, by confinuo onitoring the power supply voltage, a decision can be made whether the
device should remain in sleep mode itiate transmission. Specifically, during each transmission cycle, the power supply
voltage can be measured through_its g input, and if a voltage drop beyond a certain threshold is detected, the next
transmission will be delayed. elay will keep the device in sleep mode and prevent transmission under unstable
conditions. To implement t% ®parameters such as TX-Interval and RX-delay in the LoRa library of Arduino can be
modified so that these seftings“afe dynamically adjusted according to online conditions, without altering the underlying
LoRaWAN protocol stru¢ @ Such a solution could potentially reduce energy consumption and improve the communication
stability of the netw e%g increasing sender time in sleep mode.

Pl
6. ConclusioE Wture work

This ined the vulnerability of the LoRaWAN protocol in the presence of two significant issues: 1) EMI and 2)
PSD. argeted network, commonly found in cyber-physical systems, a LoRa gateway is utilized. After conducting
numergus physical fault injection experiments on LoRa sender module, we concluded that this protocol exhibits considerable
robustress in the presence of EMI issues, particularly at frequencies outside its operational range. Additionally, the
contribution of polarization may vary based on the experimental results. It is worthy to mention that EMI with horizontal
polarity of antenna has negative impacts more than that of vertical one. In the presence of PSD, an increase in the duration
of disturbances from the power source leads to a higher packet loss rate; however, the packets received at the gateway
maintain a good signal quality, with appropriate RSSI and SNR values. The similar effects where observed when payload
size of packets increases. The larger the payload size of a packet, the higher the probability of packet loss. In other words,
PSD issues result in packet loss, which is particularly dangerous for safety-critical applications such as mining, necessitating

er
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appropriate measures to be taken at either the application level or system level to ensure resilience against these issues.

The robustness of LoRaWAN networks presents numerous opportunities for future research and development. Some of
the key areas for further exploration include: 1) To integrate with other communication technologies: Future research can
explore the integration of LoRa with complementary technologies such as NB-IoT or 5G. Such hybrid networks can provide
improved coverage, lower latency, and enhanced robustness by leveraging the strengths of different communication
paradigms in complementary ways. 2) To investigate longer range and higher data rates: Exploring novel hardware solutions
and software modifications to enhance LoRa’s range and data rates while maintaining energy efficiency is an exciting
research frontier. 3) To secure LoORaWAN: With growing concerns about security in IoT, the development of robus%ity
protocols tailored for LoRaWAN is another promising research avenue. Enhancing encryption methods, autHe tion
mechanisms, and anti-jamming techniques will ensure that LoRa-based networks remain secure as they scﬁkx
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Fig. 1. Complete system setup including LoRaWAN network in both schematic and physical prototype view (b
Fig. 2. Real-time data visualization and backend integration in the application server.

Fig. 3. EMI fault injection environment d O

Fig. 4. Schematic overview of PSD injection environment \,

Fig. 5. RSSI comparison for Golden 1, Scenarios 1 and 4

Fig. 6. RSSI comparison for Golden 2, Scenarios 2 and 5

Fig. 7. RSSI comparison for Golden 3, Scenarios 3 and 6 (b

Fig. 8. Box plot comparing SNR values for Golden 1, Scenarios 1 and 4 &

Fig. 9. Box plot comparing SNR values for Golden 2, Scenarios 2 and 5 /\/

Fig. 10. Box plot comparing SNR values for Golden 3, Scenarios 3 and 6

Fig. 11. Average duration between two consequent packets for Golden 1, Scena.rios

Fig. 12. Average duration between two consequent packets for Golden 2, Scenari 5
Fig. 13. Average duration between two consequent packets for Golden 3, Sce@nd 6

Fig. 14. Comparison of RSSI values for same payload size scenarios but differe durations

Fig. 15. Comparison of SNR values for same payload size scenarios but differeht’PSD durations

Fig. 16. Comparison of mean values of RSSI and SNR for same payload¥si enarios but different PSD duration
Fig. 17. Comparison of packet loss in scenarios with the same siZ8 putidifférent PSD durations

Fig. 18. Comparison of packet loss in scenarios with different [&lze but the same PSD duration

Table 1. All scenarios used in EMI fault injection expe payload size packets and antenna polarizations
Table 2. — All scenarios used in PSD fault injection experitents for different paylod size packets and fault durations
4

@-L@H«.g —3

End-Device Oateway Network Application
Server Server

TNy

Final Prototype
\ YP!

End-Device

OC



http://dx.doi.org/10.1109/EMCEurope57790.2023.10274259
http://dx.doi.org/10.1109/EMCEurope57790.2023.10274259
https://doi.org/10.23919/MIPRO52101.2021.9597120

12 Scientia Iranica D 00 (XXXX) 000-000

P
@—><_>‘<_.8 —3
End-Device Galeway Network Application

Server Server
~
@ Backend Extraction i

End-Device

Monitoring Dashboard

) All Debu g

@ connected

Anechoic Chamber \

£

Table 360 degree round \

Antenna

D e
14
B
=)
5
k4
-

A
>
8

v

-~




SCIENTIA IRANICA D 00 (XXXX) 000-000

13

Vce
(33~5.0V)

Voltage

Regulator

Fig. 3.
Antenna R\
out ‘LoRa Sender
L~ | LoRa
Fault Injector —
PSD circuit t P ‘ )
- ) \
*e
|
LD
v uControIIer
s 5
LD
A uController @
dault Iue

ana

Scenario Number| Pagket |ze Antenna Polarization
1 2 Vertical
2 " 5 Vertical
3 ﬂ 9 Vertical
q , ) 2 Horizontal
5 5 Horizontal
9 Horizontal
& Table 2.
. . Fault Duration Packet Size
cenario Number Total Experiments (ms) (bytes)
1 20 100
2 20 200
3 20 500
4 20 1000
5 20 2000 2
6 20 3000
7 20 5000
8 20 7000
9 20 10000
10 20 2000 5
11 20 2000 9




14

\/\/

lllllll

N AA /\,/ N \,\,J $ N\"
/\/\ \/V\ [ V \/

/\/\/ \/ V7

Uplink Count

SSSSSSSSSSSSS




SCIENTIA IRANICA D 00 (XXXX) 000-000

15

RSSI [dbm]

RSSI Comparison

Source
-30.04 —— Golden 3

Scenario 3
-32.54 Scenario 6
-35.0 -
-37.5 1
-40.0
-42.5 1
-45.0 4
-47.5 -

0 10 20 30
Uplink Count

Fig. 7.e @ Y

Comparison of SNR Values based on Experiment Scenario

13 1
12
11
=)
=i
-4
Z
“ 104
9 =
¢
C !
¢
8 1 + + ——
¢
74 I
Golden 1 Scenario 1 Scenario 4

Experiment Scenario

Fig. 8.



16

Scientia Iranica D 00 (XXXX) 000-000

SNR [dB]

Comparison of SNR Values based on Experiment Scenario

13 [
12 4
11 4 (b
(]
" D
! v
9 ¢ +
¢ —— ¢
‘ ¢ ‘
¢
8 A4
‘
¢
74 t | 1
T T T
Golden 2 Scenario 2 Scenario 5
Experiment Scenario
Fig.9.? , \/
N\
Comparison of SNR Values based on Experiment Scenario
14 1 +
13 1
12 4
=)
=
aZ< 11 |
(7]
10 1
9 ? :
¢ '
+ ¢+
8 ¢ .
¢
¢+
Golden 3 Scenario 3 Scenario 6

Experiment Scenario

Fig. 10.



SCIENTIA IRANICA D 00 (XXXX) 000-000

17

30

28

26

24

22

20

18

Average Time Difference (Seconds)

16

14

30.0

27:5

25.0

22.5

20.0

17:5

Average Time Difference (Seconds)

Average Time Difference Between Uplink Packets

21.2

20.8

R,
21.4

Golden 1

Scenario 1
Experiment Scenario

Fig. 11.. A @\"

Scenario 4

Average Time Difference Between Uplink Packets

21.2

21:5

Golden 2

Scenario 2
Experiment Scenario

Fig. 12.

Scenario 5



18

Scientia Iranica D 00 (XXXX) 000-000

Average Time Difference (Seconds)

30

28

26

24

22

20

18

16

14

Average Time Difference Between Uplink Packets

19.1

20.5

Golden 3

Scenario 3
Experiment Scenario

Fig.13. N7

Scenario 6

Comparison of RSSI Values based on Experiment Scenario

-30 1 £ T + =
n *
-40 1 I
= $
£ t
7 0] i : :
%]
=3 4 ' 4 1
’ ’
+ ¢ .
+ L $ ‘
-60 + ‘ . .
+ L]
-70 1 1
: : =
2 5 © % 9 &
) o) ) . .0 RS . O ) 3
Q‘PQ:»'o ég@{\ é?fb"-\\ &(\ p ,“{b"\ y &{\ Q‘s‘ Q‘SS‘\ y &(‘- %oe;
%Q cog C:,c‘a %g c\)& %0@' %00 %‘D \bq»')@
Experiment Scenario o

Fig. 14.



SCIENTIA IRANICA D 00 (XXXX) 000-000

19

Comparison of SNR Values based on Experiment Scenario

SNR [dB]

~
- e oo |

> >

> >

>
> > >

-, > >

1+ e

) o

& &
%C‘QF F
Experiment Scenario

Fig. 15; 6’\’

A

RSSI Mean Values

-43.42

-34.82

-32.72

4221

-40.25
-39.19

-32.13

-42.2

-39.69

-36.2

Scenario 1 Scenario 2 Scenario 3 Scenario 4 Scenario 5 Scenario 6 Scenario 7 Scenario 8 Scenario 9 Golden

(@) Comparison of RSSI mean values

Scenario




20

Scientia Iranica D 00 (XXXX) 000-000

het et
W ()

SNR Mean Values
het
e

9.6

9.7

200
180
160
140
120
100
80
60
40

Number of All Packets

20

9.28
.ﬁ—r————‘ﬂ_——-—

9.28

Scenario 1 Scenario 2 Scenario 3 Scenario 4 Scenario 5 Scenario 6 Scenario 7 Scenario 8 Scenario 9

185

(b) Comparison of SNR m
Fig. 16.

Analysis of Packets Number

vy 7]
i 15

_ s

179]

166

O Available

147

150

Golden
Scenario

Missing

Scenario 1 Scenario 2 Scenario 3 Scenario 4 Scenario 5 Scenario 6 Scenario 7 Scenario 8 Scenario 9

Experiment Scenario

Fig. 17.




SCIENTIA IRANICA D 00 (XXXX) 000-000 21

Analysis of Packets Number OAvailable B@Missing
200 v 7 7
180 — . //
160 R : [ _ o ..
32 140
&
& 120 o
<
"‘_5 100
2 80
> 60
40
20
0
Scenario 5 Scenario 10 Scenario 11
Experiment Scenario
Fig. 18. Q
Biographies (l )
Faezeh Saghaei received her MSc degree from thef{D nt of Computer Engineering, Amirkabir University of

Technology (Tehran Polytechnic) in 2025. Her research/interests are fault injection, Internet-of-Things, wireless
communication, cyber-physical system, and physicaldependability evaluation.

Sharif University of Technology, Iran, in 2,&@nd 2007, respectively. He is currently an associate professor with the
Department of Computer Engineeringyat ir University of Technology (Tehran Polytechnic). His research interests
include dependability evaluation u fault injection techniques, fault-tolerant computing, dependable computer
architecture, and high-performance ¢ ing, on which he has published more than 100 referred conferences and journal
papers. He established the “Design”and Analysis of Dependable Systems (DADS)” laboratory at Amirkabir University, in

2007. \J

Morteza Tavakkoli reg
Technology (Tehra eéfinjc) in 2023. He is now MSc student in Ontario Tech University, Canada. His research interests

include Internet- , Vireless communication, machine learning methods, data mining, embedded 10T solutions and
vehicular autom tio

Yy

Hamid Reza Zarandi received the BSc, % D degrees all from the Department of Computer Engineering at the
Ami




