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1. Introduction

Unstructured wireless networks have attracted the

Abstract. Unstructured wireless networks such as mobile ad hoc networks and wireless
sensor networks have been rapidly growing in the past decade. Security is known as a
challenging issue in such networks, in which there is no fixed infrastructure or central trusted
authority. Further, node limitations in processing power, storage, and energy consumption
add further complexity to addressing security in such networks. While cryptography has
proven to be an effective solution capable of satisfying most network security requirements,
it requires the use of efficient key pre-distribution algorithms compatible with the limitation
of unstructured wireless networks. Typically, a key pre-distribution algorithm forms a
cryptographic overlay layer above the network routing layer and as such introduces the
need for relying on two layers of routing for secure delivery of information. In this paper,
we conduct a categorical review of key pre-distribution methods for unstructured wireless
networks. We also compare different key pre-distribution schemes in terms of performance
and security strength. Finally, we provide an overview of recent overlay routing algorithms
relying on key pre-distribution.

(© 2016 Sharif University of Technology. All rights reserved.

PRNET |[2] projects in early 1970s. The unstructured
nature of such networks combined with their self-
organizing properties originally made them attractive

attention of many researchers as the result of explosive
growth in wireless technology. Mobile ad hoc networks
(MANETS) and Wireless Sensor Networks (WSNs) are
considered as the most popular kinds of such net-
works. Vehicular ad hoc networks (VANETS), Wireless
Mesh Networks (WMNs), and Smart Phone Ad hoc
Networks (SPANs) are other important examples of
such networks. Unstructured wireless networks were
introduced in the context of US DARPA [1] and
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for defense and emergency response applications. Later
on, unique characteristics of unstructured wireless
networks expanded their applications into a wide area
of other applications such as WSNs [3], VANETSs [4,5],
and pervasive computing networks [6]. While there
are many definitions for unstructured ad hoc networks,
they are all universally considered to have the following
characteristics:

e There is no preexisting or fixed infrastructure;

e Such networks are dynamic due to mobility and
allowing nodes to join or leave;

e Nodes are characterized by limited availability of
resources;
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e Such networks offer poor physical security;

e Such networks have shared physical transmission
media;

e Nodes are typically symmetric in the mentioned
characteristics.

Fast growth of unstructured wireless networks
combined with the entrance into sensitive and vital
applications such as healthcare, emergency response,
and military applications makes security requirements
much more significant in such networks. Just like
other networks, unstructured wireless networks need
five basic security services including confidential-
ity, integrity, authentication, availability, and non-
repudiation. Cryptography can offer all such services
except availability. Availability may be achieved using
other techniques such as Intrusion Detection Systems
(IDS). Due to the absence of fixed infrastructure, the
use of traditional key management systems such as
Public Key Infrastructure (PKI) is very challenging
and, at times, overhead prohibitive in unstructured
wireless networks. The limitation of resources such as
storage, process, and power in such networks further
requires the use of a very efficient key management
system. Hence, key pre-distribution systems appear to
be more efficient and also more practical for unstruc-
tured wireless networks than other key management
systems. As the cornerstone of cryptosystems, key pre-
distribution requires the use of an effective two-layer
routing algorithm in its practical implementations.

In the absence of infrastructured key management
systems, the basic solution is to pre-load all network
nodes with the whole set of keys. In this case, the
key pre-distribution algorithm is called naive key pre-
distribution. It is worth noting that either pairwise
keys can be used for symmetric cryptosystems or public
keys can be used for asymmetric cryptosystems. For
symmetric cryptosystems, each node stores one pair-
wise key for communicating with each node using naive
key pre-distribution. In asymmetric cryptosystems,
each node stores the public key of all other nodes in or-
der to be able to communicate with every node directly
and securely. In such cases and when communicating
with a destination node, a source node first encrypts
its message with the key of the destination and then
sends the message across the physical path. Since the
message is encrypted, only the destination node can
read the message.

Since it is not efficient to store all network keys
in each node, it is preferred to store just &k keys in each
node with £ << n and n representing the number of
network nodes. In case of naive key pre-distribution,
the distributed keys form a fully connected graph in
which each node has a direct link to all others. Thus,
the source node can send a secure message to any
other node directly and securely. In other cases where

the number of stored keys is lower than the number
of network nodes, there may not exist a direct link
between the source node and the destination node. It
means that the public key of the destination node or
a pairwise key between the source and the destination
node, may not be stored by the source node. Hence,
pre-distributed keys form an overlay graph G(E,V) in
which V represents the set of network nodes, while E
represents the set of secure links between nodes. Each
link e(; ;) € E represents a stored pairwise key between
nodes ¢ and j in the case of symmetric cryptosystems
or a public key of node j stored in node i in the case
of asymmetric cryptosystems. Clearly, using key pre-
distribution schemes in unstructured wireless networks
requires a more sophisticated routing algorithm applied
to the overlay graph.

Key pre-distribution algorithms are categorized
either as symmetric versus asymmetric cryptosystems
or as deterministic versus probabilistic schemes. A
symmetric key pre-distribution system is called deter-
ministic if there exists at least one shared key between
every pair of nodes. Otherwise, it is called probabilis-
tic. Key pre-distribution systems are also categorized
as random, polynomial, and combinatorial schemes. In
this paper, we categorize them from the view point
of overlay routing. Accordingly, key pre-distribution
schemes fall into random graph, regular graph, or
combinatorial graph categories. We review the history
and the state of the art of each category and then
compare different algorithms from the perspectives of
performance and security strength.

The rest of the paper is organized as follows. Pre-
liminaries including a brief description of general rout-
ing problem using key pre-distribution schemes along
with important parameters of performance and security
strength evaluation of key pre-distribution schemes are
presented in Section 2. In Section 3.1, we review
the literature of random-graph key pre-distribution
schemes. Regular-graph key pre-distribution schemes
are reviewed in Section 3.2. Section 3.3 contains
a review of combinatorial-graph key pre-distribution
schemes. A comparison of different key pre-distribution
schemes is offered in Section 3.4. Section 4 provides
a discussion of deterministic and probabilistic overlay
routing algorithms. Finally, the paper is concluded in
Section 5.

2. Preliminaries

In this section, we first define the general problem of
routing for networks that rely on key pre-distribution
schemes. Then, we define the most important pa-
rameters used in evaluating performance and security
strength of key pre-distribution schemes. The nota-
tions used in this paper are defined in Nomenclature
section.
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In case of a symmetric cryptosystem and a key
pre-distribution scheme with & < n, the overlay graph
G(V,E) is formed including n vertices representing
network nodes, i.e. |[V| = n. In this graph, there is
a bidirectional link between each pair of nodes that
share at least one common key. In such case, each pair
of neighboring nodes can communicate directly and
securely. Otherwise, a source node has to find a secure
path in order to communicate with a destination. For
this reason, the source node first uses a standard rout-
ing algorithm to find a physical path to the destination.
Then, each node in the physical path checks whether it
has an overlay link to its next neighbor on the physical
path. If not, the node finds an overlay path to its
neighbor. This operation requires sending the list of
stored key IDs to physical neighbors. All nodes on this
so called key-path have to be physically neighboring
nodes. The operation of finding a secure path from
the source node to the destination node, i.e. finding
a physical path and then the key-path corresponding
to each physical hop, is called key-path establishment.
After completing the step of key-path establishment,
the source node has a secure path to the destination
node. Thus, the source node encrypts its message with
the pairwise key agreed with its neighbor. In turn, the
neighbor decrypts the message, encrypts it with the
pairwise key of next neighbor, and sends the message.
Each node does the same until the message reaches the
destination node.

Figure 1 shows an instance of symmetric based
key pre-distribution routing. In this example, each
node stores three keys from a key pool containing
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number 1 and the destination node is node number 8.
The blue links show the physical path identified using
a typical routing algorithm. It reaches the destination
node passing through nodes 3, 5, and 7. The red
lines show the key-path, i.e., the overlay secure path.
Since the source node and node 3 have a shared key,
the key-path corresponding to the first physical path
has just one hop. Since nodes 3 and 5 do not have
a shared key, node 3 finds a corresponding key-path.
Such key-path passes through nodes 2 and 4 reaching
node number 5. Just like the corresponding key-path
between nodes 3 and 5, the key-path between nodes
5 and 7 passes through nodes 4 and 6. Since node 7
and the destination node have a shared key, the key-
path corresponding to the last physical hop includes
just one overlay link. Considering the path from the
source to the destination passes through node 4 twice,
it can be argued that such path is not optimal. In this
example, nodes 3, 2, 4, 5, 6, and 7 decrypt and encrypt
the message, and thus they can read the message.
Furthermore, the secure path is much longer than the
physical path in the absence of key pre-distribution
scheme. The length of the typical unsecured physical
path is shown using parameter p.

In the case of asymmetric cryptosystems, each
node stores public keys of k& other nodes. Thus, the
overlay graph G(V, E) cousists of n vertices and some
connected links. The edge e(; ;) € E represents the
stored public key of node j in node 7. Since storing of
the public key of node 7 by node ¢ does not guarantee
that node j stores the public key of node ¢, the links in
overlay graph are directed.

9 keys, i.e. ki,ko,..., k9. The source node is node Using an asymmetric key pre-distribution scheme
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Figure 1. An example of overlay routing using symmetric key pre-distribution.
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requires a different routing algorithm. In this case,
the source node has to find an overlay path to the
destination node. As the next step, the source node
encrypts the message with the public key of the first
overlay neighbor node and sends the message to it over
the physical path. The physical path can be identified
using any standard routing algorithm. The neighbor,
in turn, decrypts the message using its private key
and encrypts it again with the next overlay neighbor’s
public key. This operation is repeated until the message
reaches the destination. It is worth noting that unlike
symmetric schemes, in which all nodes participating
in routing are able to read the messages, here, just
the nodes on the overlay path can read the message.
Another point of advantage of asymmetric key pre-
distribution is related to routing in mobile networks
in which overlay paths can stay intact while physical
paths corresponding to each overlay hop may have to
be changed.

Figure 2 represents an example of asymmetric
key pre-distribution overlay routing. In this example,
blue links represent the physical path while directed
red links represent the overlay path. Each node stores
just two public keys. As mentioned earlier, the source
node first finds the key-path to the destination in
the case of asymmetric key pre-distribution. In this
example, there are two key-paths srepresented with
red arrows. Using different routing algorithms, each
one of the represented key-paths could be chosen. As
the next step, each node inside the key-path finds the
corresponding physical path toward the next node. In
the case of choosing the key-path 1 — 2 — 3 — 6, each
overlay hop includes just one physical hop. In the other
case, i.e. key-path 1 — 5 — 6, the first key-path hop
includes four physical hops, ie. 1 -2 — 3 — 4 — 5,

while the second hop includes just one physical hop.
It is clear that choosing the first key-path decreases
the physical path length while choosing the other
decreases the number of decryption-encryption steps.

In both symmetric and asymmetric systems, each
intermediate decryption-encryption step increases the
security risk and the probability of an adversary node
capturing or changing a message. Hence, the number of
intermediate decryption-encryption steps is considered
as a security evaluation parameter. Another security
evaluation parameter is the number of compromised
nodes leading to compromising the whole network.
This parameter is called resiliency to mode capture.
It is also observed that using a key pre-distribution
scheme with k£ < n may lead to loss of connectivity in
an overlay graph. Hence, the probability of network
connectivity is another important parameter in this
context. It shows the average probability of existence
of a path from a source node to a destination node.
Average key-path length is yet another important per-
formance evaluation parameter that is directly related
to the choice of key pre-distribution scheme.

It is observed that a network could be considered
as a two-layer graph under the paradigm of key pre-
distribution schemes. While the bottom layer is formed
by the physical routing layer, the top layer is a secure
overlay layer formed by key distribution. Hence, the
distribution of keys directly affects the performance
and security of the network.

3. A categorical survey of key pre-distribution
algorithms

3.1. Random graph key pre-distribution
Eschenauer and Gligor propose the original idea of

Figure 2. An example of overlay routing using asymmetric key pre-distribution [32].
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random key pre-distribution for unstructured wireless
networks [7]. The main idea is to pre-load each node
with &£ randomly chosen pairwise keys. Pre-loaded keys
are chosen uniformly from a key pool containing P
keys. A lower value of P leads to a higher probability
of two nodes sharing at least one key. Using such
key pre-distribution scheme, each pair of neighboring
nodes that share at least one key can communicate with
each other securely. Clearly, the overlay graph forms
a random graph in this scheme. Every node discovers
its overlay neighbors by broadcasting an identifier list
of its stored keys. Then, each node knows its overlay
neighbors and also identifies the physical neighbors
that do not store its shared key. In the next phase,
referred to as path key establishment phase, each node
finds an overlay path to those neighbors with which
it does not have shared keys. The average probability
that a shared key exists between two nodes, using the
raw idea of random key pre-distribution, is called 7 and
is equal to:

Ln(n) 4 €

n n

In this equation, n is the number of network nodes
while ¢ is a real constant. As mentioned earlier,
this value is considered to be a very important per-
formance parameter, since it directly affects routing
performance. In essence, a higher value of 7 leads to
a shorter overlay path. In finding a secure path to
the destination, the source node first uses a standard
routing algorithm such as AODV and then attempts
at finding a corresponding key-path for each physical
hop. Trivially, such two-layer routing approach can
generate significant routing overhead traffic without
guaranteeing to identify optimal routing path.

The basic idea of random key pre-distribution
has attracted the attention of researchers due to its
scalability, simplicity, flexibility, and usability. Ac-
cordingly, many key pre-distribution algorithms are
proposed to extend the basic idea proposed by Es-
chenauer and Gligor enhancing its performance and
security strength. Chan and Perrig [8] propose a ¢-
composite random key pre-distribution. They suggest
enhancing the security strength of the basic idea by
requiring a secure connection to be held between those
nodes that have at least ¢ common shared keys. The
pairwise key for secure communication, in this case,
is a hash of shared keys. Clearly, such idea enhances
security strength but dramatically decreases the prob-
ability of the existence of an overlay link between two
nodes. Hence, the overlay graph is a random graph
with a much lower number of links leading to much
longer path lengths. Blom [9] proposes a symmetric
key generation system in which each node needs to
store just (# + 1) keys where # << n in order to
generate a pairwise key with all other nodes directly

and securely in a non-interactive manner. Liu and
Ning [10] propose to implement the basic idea of [9]
and generalize the algorithm to be used as a key pre-
distribution scheme. They propose to generate a t-
degree bivariate polynomial f(x,y) with the property
f(z,y) = f(y,z). The polynomial is shown in Eq. (1)
where the coeflicients a;;’s are chosen randomly and
uniformly from the finite field Fj, where ¢ is a prime
number large enough to accommodate a cryptographic
key.

floy) =" aya'y’. (1)

i,j=0

Liu and Ning [10] propose to pre-load each node i with
its share of polynomial calculated as f(ID;,y) in the
network initialization phase. In this case, node ¢ and
node j can communicate with each other securely using
their share of polynomial calculated based on the ID
of the other node, i.e. the share of node i is equal to
f(ID;,y) while the share of node j is f(ID;,y). Hence,
the pairwise key between ¢ and j is f(ID,;,ID;) =
f(ID;,ID;). Using such idea, each node needs to
store just one ¢-degree bivariate polynomial. Since the
polynomial is unique, compromising ¢ + 1 nodes lead
to compromising the whole network. On the other
hand, selecting a large value for ¢ translates to a higher
computational overhead. Thus, the value of ¢ is an
important tuning parameter addressing the tradeoff
between performance and security. As an extension
of their work and in order to improve security of their
algorithm, Liu and Ning [10] also propose to form a
pool with P bivariate polynomials of order ¢. Each
node is pre-loaded with k randomly chosen polynomials
from the pool. The polynomials are chosen similar to
what is proposed in [7]. Each pair of neighboring nodes
storing a common polynomial are able to communicate
with each other directly and securely. It is worth noting
that each polynomial requires (¢ + 1)log(q) storage
space.

Du et al. [11] propose a key pre-distribution
algorithm using multiple key spaces instead of a single
key space proposed in Blom’s symmetric key generation
system [9]. In their extended work of [12], the same
authors propose a key pre-distribution algorithm that
requires a lower amount of memory but does not guar-
antee the formation of direct links in the overlay layer.
The resiliency to node capture in the method of [11,12]
is improved in comparison with the original idea of [9].
The authors further show that the resiliency of capture
in their method is better than those of [7,8] for the same
amount of storage. Gu et al. [13] propose a random
key pre-distribution scheme based on the work of [7].
The authors propose to pre-load different nodes with
a different number of keys, i.e. the number of keys is
different among different key rings. Hence, the overlay
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graph G(V, E) has a higher number of links in a number
of nodes referred to as high-resilience nodes. They also
prove that assuming the probability of node capture is
the same for all nodes, an attack impact remains the
same in both basic random key pre-distribution scheme
of [7] and their heterogeneous scheme of [13]. The
authors further propose to use high-resilience nodes as
preferred intermediate nodes in the context of routing
in order to reduce the overlay path length. It is worth
noting that using such routing algorithms in unstruc-
tured wireless networks, especially in WSNs, results in
faster consumption of energy in high-resilience nodes
and potentially leads to loss of network connectivity.

3.2. Regular graph key pre-distribution

Several key pre-distribution schemes aim at improving
performance and security strength of random distribu-
tion strategies by using an overlay graph that forms
a regular graph. A regular graph [14] is defined as
a graph in which all vertices have the same number
of connected edges. Benefiting from the specific
characteristics of a regular graph, different routing
strategies are then proposed. Liu and Ning [10]
propose to form an overlay in the shape of an m x m
grid network where m = /n in which each node is
assigned to a specific intersection of the grid. Figure 3
shows the arrangement of nine nodes in an m x m
grid according to the method of Liu and Ning [10].
Using the algorithm of [10], a pool is filled with 2m
bivariate polynomials categorized into two separate
groups called f;“(x,y) and f;"(x,y) for columns and
rows, respectively, where ¢ = 0,1,...,m — 1. Each
node is pre-loaded with two polynomials according
to its position in the grid. As an instance, the
node located at the third row and the fifth column
of the grid is pre-loaded with f3"(x,y) and f5°(x,y).
Interestingly, it is proven that the proposed method

Fin—1(@y)

fon—2(2,9)

I3 (z,y)
fi(z.y)
fo(z,v)

—_ — — — —
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Figure 3. An example of the grid scheme of [10].

of [10] is equivalent to that of [11] utilized by the
method of [12].

Using the key pre-distribution scheme proposed
in [12], each node has to follow a routing algorithm
in the overlay layer in order to communicate with
other nodes. The source node first checks whether the
destination node is in the same row or the same column
as its own. If so, they can directly communicate.
Otherwise, the source node has to encrypt the message
with the pairwise key of a node located at its own row
and the same column of the destination, or vice versa.
An intermediate node decrypts the message, encrypts
it again with the pairwise key of its own and the des-
tination node. Clearly, using such algorithm requires
at most one intermediate decryption-encryption step.
It is worth noting that the two-dimensional grid-based
algorithm described here could also be implemented
as a higher-dimensional algorithm using a higher
dimensional grid. In a higher-dimensional algorithm,
the number of stored polynomials are exactly equal to
the number of dimensions.

Later, Liu ei al. [15] proposed a d-dimensional
polynomial-based key pre-distribution algorithm re-
ferred to as hypercube-based key pre-distribution.
They propose to assign each node to a specific coor-
dinate of the hypercube graph. As a result, each node
is assigned a d-tuple ID, i.e. (ji, - ,ja). Denoting
the number of hypercube dimensions as d, the pool
contains d x m?~! randomly generated bivariate poly-
nomials where:

m = n.

The assignment of polynomials to the nodes follows
an algorithm in which each adjacent pair of nodes in
the hypercube have exactly one common polynomial.
As such, the overlay network forms a d-dimension
hypercube. To find a path from the source to the
destination node, the source node knows the key path
toward the destination according to its position. The
length of such path is exactly equal to the Hamming
distance between the source and the destination node.

Chan and Perrig [16] propose Peer Intermediaries
for Key Establishment (PIKE) algorithm in which each
node stores 2 x (1/(n) — 1) keys. The overlay of this
algorithm forms an \/m X \/@ mesh network. Each
node at this overlay shares a pairwise key with any
node that lies in its row or in its column. Hence,
each node can reach other nodes directly or through
at most one intermediate node. Figure 4 shows an
example of PIKE overlay graph for a network with
100 nodes. As an instance, in this figure, node 21
shares a pairwise key with each node located at the
third row as well as each node located at the second
column. PIKE overlay appears to be equivalent to 2-
dimensional scheme of [10]. The authors of PIKE [16]
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00 | 01 02 | 03|04 | 05|06 | 07 |08 | 09
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03 (313233 (3435|3637 38|39
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05 |51 |52 |53 |54 55|56 |57 |58]|59
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07 |71 |72 |73 |74 | 75 | 76 | 77 | 78 | 79

08 (81 |82 (8 (8 (8 |8 |87 |88 |89

09 |91 |92 |93 |94 |95 |96 |97 | 98 | 99

Figure 4. An example of PIKE scheme for a network
with 100 nodes.

further extend their basic idea to form a higher d-
dimensional mesh network in which each node has to
store d x ({/@ — 1) keys. In this case, each pair of
nodes located at the same axis store a common pairwise
key. Increasing number of the dimensions decreases
the memory required for storing keys but increases the
number of intermediate decryption-encryption steps.

Lee and Stinson [17] propose ID-based one-way
function scheme (I0S). They suggest using an overlay
graph referred to as a strongly regular graph with
parameters (n,v, A, u). A strongly regular graph with
the mentioned parameters is a loop-free regular graph
with degree v and n vertices. Further, each pair of ad-
jacent vertices have exactly A common neighbors while
all non-adjacent node pairs have exactly p common
neighbors. Hence, any pair of nodes have either a direct
link or exactly u two-hop key-paths.

Delgosha and Fekri [18-20] propose the multi-
variate polynomial-based key pre-distribution scheme
(MKPS) as an extension of [15]. The basic idea is
to generate a virtual d-dimensional hypercube similar
to what is proposed in [15]. Then, each node is
positioned in the intersection of different dimensions.
Fach node is assigned with a d-tuple ID corresponding
to the node position. On the other hand, a distinct
d-variate polynomial from a set of randomly generated
d-variate polynomials is assigned to every hyperplane
perpendicular to one of the axis lines. Each node
is pre-loaded with d polynomials corresponding to its
position, i.e. the intersection of hyperplanes. FEach
node can evaluate each d-variate polynomial at (d —
1) dimensions calculating d univariate polynomials.
Hence, the storage memory required is exactly the same
as that of [15]. In this case, each pair of adjacent
overlay neighbors whose Hamming distance is equal to
one share exactly (d — 1) univariate polynomial. To
communicate securely with each other, two neighboring
overlay nodes calculate all (d — 1) shared polynomials
at each other’s dimension and generate a pairwise key

as a combination of the (d — 1) generated values. For
a Hamming distance larger than one, the source node
has to find a key-path to reach the destination. It is
important to note that if the overlay arrangement of
nodes complies with the physical arrangement, then the
longest key-path is equal to d. However, the key-path
could be much longer since there is no such compliance.
The authors of [20] calculate the optimal value of d. An
adversary node needs to compromise (d — 1) polynomi-
als in comparison with the previous work in which only
one polynomial is needed to be compromised. The pool
contains d X m d-variate polynomials with m = n for
polynomials of degree t < m.

Camtepe et al. [21] use an expander graph
as the overlay graph in their key pre-distribution
scheme. They propose to form Ramanujan expander
graphs [22]. Ramanajun graphs are best known as
asymptotically optimal explicit expander graphs pro-
viding the highest degree of expansion with the smallest
degree of nodes. In the context of key pre-distribution,
the use of such graphs results in achieving a higher
degree of connectivity while storing a smaller number
of keys. Figure 5 shows a Ramanujan expander graph
XY = X%17 without showing self-loops and multi-
edges. In this example, the graph has v + 1 = 18
vertices where each node is of degree ¢ + 1 = 6
including the self-loops and multi-edges. The authors
of [21] propose to replace self-loops and multi-edges
with randomly chosen edges such that each node stores
the same number of keys.

Figure 5. An example of Ramanujan expander graph
G(V, E) = X>!7 with 18 nodes where each node has 6
neighbors including self-loops and multi-edges. Self-loops
and multi-edges are not shown in the figure.
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Gharib et al. [23] propose Probabilistic Asym-
metric Key Pre-distribution (PAKP) scheme. Built
based on asymmetric key cryptosystems, this scheme
pre-loads each node with k& randomly chosen public
keys of other nodes before the network deployment
phase. The scheme is a random graph yet directed
overlay key pre-distribution scheme. Hence, a k-regular
directed graph G(V, E) is formed with |E| = k x n. In
this graph, each node has k outgoing directed edges
while the number of incoming edges is random. The
authors show that in their scheme, the overlay graph is
connected with a very high probability, even for small
values of k. Further, the probability of connectivity is
not significantly affected when increasing the number
of network nodes. The authors also prove that the key-
path length is in the order O(log; n).

One of the major drawbacks of regular graph
key pre-distribution schemes is that the assumption
of maintaining a perfect regular graph during network
lifetime may be violated as the result of random loss
of some nodes. As an instance, recall the example
of Figure 4. Consider nodes 61 and 27 as source
and destination nodes, respectively. In such case,
the connection between source and destination nodes
passes through node 67 or node 21. A problem can
occur when both of those nodes go down and, as the
result, there is no overlay path between the source and
the destination nodes.

3.3. Combinatorial key pre-distribution

Combinatorial design theory finds arrangements of sub-
sets of a finite set such that certain characteristics are
satisfied. Balanced Incomplete Block Design (BIBD)
is a combinatorial design methodology used in key
pre-distribution schemes due to its special characteris-
tics [24]. BIBD arranges v distinct objects in b different
blocks. Each object could be considered as a key inside
the key pool while each block represents a key ring
of a node. Each BIBD design is represented with a
Boolean matrix named incidence matrix, containing v
rows and b columns. A special case of BIBD design
is represented by matrix (2). In this example, the key
pool contains 9 keys equal to the number of incidence
matrix rows. The network can have at most 12 nodes,
because there are just 12 key rings associated with 12
columns. Since the first row of the incidence matrix
contains four elements equal to one, the first key is
shared among four nodes. Moreover, since the first
column contains three elements equal to one, the first
node stores three keys in its key ring. Having the
incidence matrix, the overlay graph could be extracted
easily considering each row of incidence matrix. In
each row, there is a bidirectional link between each
pair of nodes that have an element equal to one in
that row. For instance, considering the first row of
the incidence matrix example of matrix (2), there are

bidirectional links between each pair of nodes 1, 6, 7,
and 11 in the overlay graph. The overlay graph could
also be shown using adjacency matrix. Considering
a network with n nodes, the adjacency matrix is an
n X n Boolean matrix in which each element, a;;, i.e.
the element at the i-th row and j-th column, represents
whether there exists a directed link from node 7 to node
7 or not. Since overlay links in combinatorial key pre-
distribution schemes are bidirectional, the adjacency
matrix is always a symmetric matrix.

100001 1000 1 0]
000001011100
001100110000
100110001000
000010100101 (2)
001000001011
011011000000
110000010001
010100000110

Each BIBD design is expressed with a quintuplet
(v,b,7,k,\) where v and b are the number of objects
(keys) and the number of blocks (key rings), respec-
tively. Each object is repeated in exactly r distinct
blocks and each block contains exactly k& objects. It
means that r nodes share a key and, further, there are
exactly k& keys in each key ring. Fach pair of distinct
objects occurs together in exactly A blocks. Thus, each
incidence matrix contains v rows and b columns, where
each row contains exactly r one elements and, further,
each column contains exactly k& one elements. Any
BIBD design can be expressed with the equivalent tuple
(v, k, A) because the relationship bk = vr always holds.

Combinatorial design was first used as a key
pre-distribution in unstructured wireless networks by
Camtepe and Yener [25] and then extended in [26].
The authors of [25,26] propose to use the symmetric
design of BIBD to ensure full connectivity in overlay
networks. Thus, their key pre-distribution scheme is
a deterministic scheme. Symmetric BIBD design is a
BIBD design in which b = v and r» = k. Defined as
(¢* +q+1,g+ 1,1), the proposed design is based on
using a prime power parameter ¢. It contains ¢? +¢+1
keys and requires each node to store just ¢ + 1 keys.
Since A = 1, this design guarantees to have exactly one
common key for each pair of nodes. In such key pre-
distribution method, an attacker can retrieve all keys
by compromising just ¢ + 1 nodes and knowing which
node stores which key ring. An attacker can retrieve
all keys by compromising at most ¢ + 1 nodes in the
absence of such information. Moreover, such design is
not scalable and as such cannot be used in large-scale
networks.

A combinatorial trade or bitrade expressed by
Y (v, k) consists of sets T = {I7,T>} where each T;



M. Gharib et al./Scientia Iranica, Transactions D: Computer Science & ... 23 (2016) 2831-2844 2839

contains 7 blocks of size k chosen from a finite set
X such that the blocks of 17 are completely disjoint
from the blocks of Ty, ie. Ty (T2 = ¢. Further,
each set Y chosen from X occurs in exactly the same
number of blocks of 77 as that of 75. The volume of
trade is equal to the number of blocks inside T; where
|T7] = |T2|. A trade is called Steiner if each set Y
chosen from X is repeated at most once in any of the
sets 77 and T5. Furthermore, such Steiner trade is said
to be strong if any block in 77 and any block in 75
intersect with each other in at most two elements. Ruj
et al. [27] propose a method of constructing Strong
Steiner Trades (SSTs) and prove that the proposed
construction method results in a 2—(gk, k) SSTs with a
volume of ¢? where ¢ is a prime power number. The set
of blocks 77 |J T5 represents key rings, each containing
k keys where 4 < k < ¢ and the size of the key pool is
q¢k. Such mapping from SST to key pre-distribution
can generate 2¢> key rings. The authors suggest a
proper value for k in the order O(q) = O(y/n) where
n is the number of nodes. According to the proposed
algorithm of [27], two distinct neighboring nodes can
communicate securely if each one of them is from a
different set, T} or T, and if they store at least two
common keys. The pairwise key between node A and
node B is calculated as shown in Eq. (3), where k1 and
ko are the common keys. While SST establishes unique
secret pairwise keys between nodes, the authors of [28]
prove that the probability of sharing such a pairwise
key does not exceed 0.25.

Kip =Kpga :hash((k1 @kQ)HZdAH’LdB) (3)

Unital design is a special asymmetric case of BIBD
design. It is based on the value of variable ¢ for which
the design is represented as (6341, 6+1, 1) and contains
62(62 — 6 + 1) blocks. In the unital design, each block
contains & + 1 objects and each object is repeated in
r = 62 distinct blocks. Since A = 1, each pair of blocks
have at most one key in common. Matrix (2) discussed
earlier is, in fact, a special case of unital design for
8 = 2 and a representation of (9,3,1).

Bechkit et al. [29] propose a key pre-distribution
method based on unital design, to which they refer
as Naive Unital Key Pre-distribution (NU-KP). The
proposed scheme is extended and analyzed in [28]. NU-
KP has a low key sharing probability in the order
of O(1). In order to improve this probability, au-
thors suggest pre-loading each node with ¢ completely
disjoint blocks instead of just one block. Thus, the
pairwise key between each pair of nodes is the hash
value of the concatenated common keys. Referred to
as (-UKP method, the total number of nodes decrease
to at most % with each distinct pair shared between
zero to 2 common keys. Increasing the value of ¢ in
t-UKP method leads to increasing the probability of

sharing pairwise keys between nodes in the network,
but decreasing the security strength of the network
because each node receives more keys. Considering
the fixed size of the key pool, storing more keys in
each node allows an attacker to compromise a smaller
number of nodes in order to retrieve all keys. For
example, in the unital of matrix (2) and for 2-UKP,
each node stores 6 keys out of 9. It means that an
attacker needs to compromise just two nodes in order to
retrieve all keys. There is also a practical disadvantage
in implementing such method due to the difficulty of
designing unitals for large values of §.

3.4. A tabular comparison of key
pre-distribution schemes

This subsection makes a categorical comparison among
different key pre-distribution schemes. Table 1 pro-
vides a general comparison among different key pre-
distribution schemes. Splitting different schemes in
3 overlay graph categories, the table covers the type
of overlay graph, storage requirement, connectivity
probability, node capture resiliency, and scalability of
each scheme. Additional parameters of importance not
included in the paper are discussed below. The first
such parameter is the mobility support. We note that
schemes built based on symmetric cryptosystems are
not suitable for highly mobile environments. This is
because high mobility breaks both physical and overlay
paths in such networks. Hence, such systems can only
perform well in networks with limited mobility. On
the contrary, asymmetric-based key pre-distribution
schemes are more suitable for use in mobile environ-
ments as mobility only affects connectivity of physical
paths but not that of overlay paths.

As mentioned earlier, the key-path length is
another parameter directly affecting both performance
and security strength of a network. Considering the
security aspect, each key-path hop needs an interme-
diate decryption-encryption step. The number of in-
termediate decryption-encryption steps in symmetric-
based key pre-distribution schemes is in the order of
physical path length, i.e. O(gp), while it is in the order
of O(log,, n) in asymmetric-based schemes [23].

4. A comparison of overlay routing algorithms
using key pre-distribution

Overlay routing algorithms are categorized under de-
terministic and probabilistic schemes. In deterministic
schemes, every node has a direct overlay link to all
other nodes. In such schemes, a source node just
needs to find the physical routing path to a destination.
In [30], Choi proposes a deterministic method using a
hash function for key establishment pre-loading each
node with just ”T“ keys while ensuring all neighboring
nodes have common keys. In deterministic key pre-
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Table 1. A comparison of key pre-distribution schemes.
Category Scheme Overlay Storage Connectivity Node capture Scalability
graph probability = resiliency
Esch Restricted by
schenater Random O(k) Ln(n) 4 e o) comm.
and Gligor [7] " "
overhead
Restricted by
Q-composite [8] Random O(k) O(log(LnTm) + = o(%) comm.
overhead
Liu and Ning [10] Restricted by
Random (Storing k Random O(ktlog(q)) LnT(n) + = O(%) comm.
polynomials) overhead
, Restricted by
Du et al. [12] Random O(0T) l—e v O(3=) comm.
overhead
O (Number of hicl Restricted by
Gu et al. [13] Random Heterogeneous O(M + £) (Number of high comm.
" " resilience nodes)
overhead
Liu and Ning [10] m x m Grid o(t) O(1/m) O(m) O(m?)
Liu et al. [15] Hypercube O(d) O(d/ /n) O(d) o(m%)
Better than
PIKE [16] /n x y/n Mesh O(y/n) O(1//n) O(y/n) random
schemes
Strongl
105 [17] oY 0(v/2) O(y/n) O(n/7) 0(v/2)
regular
Regular
MKPS [20] Hypercube O(d) O(d/ ¥n) O(d) O(m%)
Camtepe Ramanujan O(o) % O(v/o) o4l
et al. [21] expander v
Restricted by
PAKP [23] k-Regular O(k) ~1 n comm.
overhead
Camtepe 5
Complete O 1 +1 (@)
ot al. [26] p (9) q (¢°)
r . 2.2 3
Comninatorial SST [27] Non-regular O(k) O(k*/q%) O(q) o(n?)
NU-KP [28] Non-regular 0(6) O(1/k) 0(6?) o(6*)
-UKP [28] Non-regular 0(1L6) Q—eH<n 0(6?) 0(8%)

distribution schemes, each node stores O(n) keys.
However, storing a large number of keys is not practical
for nodes operating in unstructured wireless networks
considering inherent storage limitations. Furthermore,
deterministic schemes do mnot offer high resiliency
against node capture. The latter is due to the fact
that compromising just one node can lead to disclosing
many keys and, consequently, compromising many
links.

On the other hand, probabilistic key pre-
distribution schemes require two layers of routing.
Every two-layer routing algorithm has to consider
performance metrics such as path length and security,
i.e. the number of intermediate encryption-decryption

steps. In key pre-distribution algorithms operating on
random or combinatorial graphs, a source node has to
find the physical path to its destination using a typical
routing algorithm. As mentioned earlier, each node
also finds the key-path to all other nodes. Such key-
paths could be identified using any routing algorithm.
As a result, a secure path from the source node to
the destination node includes each physical hop’s cor-
responding key-path. The main differentiating factor
among key pre-distribution algorithms operating on
a random graph is the probability of having a direct
link between an arbitrary pair of nodes. In essence,
a higher probability leads to having a shorter path.
We remind the reader that using a two-layer routing
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algorithm may lead to a non-optimal key-path as noted
in the example of Figure 1. It is also worth noting
that using different routing algorithms for finding the
physical path, and also the corresponding key-path,
affects network performance.

As discussed in the Section 3.2, different regular
graph-based key pre-distribution schemes require dif-
ferent routing algorithms to find the key-path corre-
sponding to each key’s physical hop. In [10], the XY
routing algorithm [31] is used to find key-paths after
forming an m x m grid as an overlay graph. The XY
routing algorithm is used for two-dimensional mesh
networks moving packets parallel to the X- and Y -axis
until delivering them to the destination. The routing
algorithm used for hypercube overlay network of [15]
is based on the Hamming distance. This algorithm
calculates the Hamming distance between the source
and destination node IDs. Accordingly, at each step,
a packet moves toward a dimension that shortens the
Hamming distance. For instance, consider Figure 6,
representing a 3-dimensional hypercube with 8 nodes.
In this example, nodes ID; = (1,0,0) and IDy =
(0,0,1) are source and destination nodes, respectively.
The Hamming distance between the mentioned nodes
is equal to two-hops because ID; and ID, differ in
two dimensions. Hence, a packet moves from 1D,
in the direction of the first dimension reaching the
node with the ID = (1,0,1). In the next step, the
packet moves in the direction of the third dimension
to reach the destination. Since the algorithm of [16]
uses an /n x /n mesh graph as the overlay, it uses
the same XY routing algorithm to find the key-path
corresponding to each physical hop. The algorithm
of [20] also uses the same Hamming distance routing
algorithm of [15]. The scheme of [17] forms an overlay
using a strongly regular graph. As mentioned earlier,
any pair of nodes that do not have a direct link have

110

010

Figure 6. An example of hypercube routing.

exactly p4 common neighbors. Hence, each pair of
physical neighbors have a direct key-path or at most
a two hop key-path.

Gharib et al. [32] propose an overlay routing algo-
rithm for key pre-distribution schemes with the main
advantage of being able to jointly optimize the costs
of overlay and underlay paths. The other important
advantage of this algorithm is being agnostic to the
choice of key pre-distribution scheme. In that work, the
authors model a network using a key pre-distribution
scheme with a directed and weighted graph. In their
model, all vertices and edges have their own costs.
The weight of each edge represents the length of
corresponding physical path in the case of asymmetric
schemes and the length of corresponding key-path in
the case of symmetric schemes. Further, a vertex
weight represents the cost of decryption-encryption
step. Considering the directed graph G(V,E) with
weighted edges and vertices, a Boolean linear optimiza-
tion problem is proposed to find the lowest cost path
considering both performance and security strength of
the path. Each node is proposed to store a lookup table
containing information about & stored keys where k <<
n. The lowest cost solution to the formulated problem
is then identified in polynomial time. The limitation
of the algorithm is expressed as the time complexity
required for solving the relaxed LP problems in large-
scale networks. The authors show that their algorithm
works well for networks with the sizes of up to 500
nodes.

5. Conclusion

In this paper, we conducted a categorical review of
key pre-distribution methods for unstructured wire-
less networks. Key pre-distribution schemes were
categorized into random, regular-graph, and combi-
natorial schemes. We also compared different key
pre-distribution schemes in terms of performance and
security strength. We argued that random schemes
were easier to implement in real world but required
the use of efficient two-layer routing algorithms since
they did not have any information about distributed
keys. On the contrary, regular graph schemes only
required an efficient underlay routing algorithm to
operate but often utilized non-efficient routing paths.
Last, we discussed combinatorial schemes which were
easier to analyze because of their formal design but
were subject to major implementation drawbacks in
real-world networks.

We further provided a categorical overview of
recent overlay routing algorithms relying on key pre-
distribution. Overlay routing algorithms were classified
under deterministic and probabilistic schemes. We
noted that deterministic schemes only needed a single
layer of routing since every node had a direct overlay
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link to all other nodes. The drawbacks of deterministic
schemes were listed as the storage requirement associ-
ated with storing a large number of keys in each node
and lack of resiliency to node captures. Consequently,
probabilistic schemes were introduced as more practical
alternatives of overlay routing capable of addressing
both shortcomings of deterministic schemes at the cost
of requiring two layers of routing. We then pointed to
a recently introduced optimal overlay routing capable
of scaling up to about 500 nodes. Improving the
scalability of such scheme is the subject of active
research.

Nomenclature

n Number of network nodes

k Size of a key chain

G(V,E)  Overlay graph

Vv Set of vertices in G(V, E) representing
network nodes

E Set of edges in graph G(V, E)
representing secure links

e(i, 7) Link between nodes i and j in graph G
Size of the key pool

T Average probability of having an
overlay link between two nodes

1D, ID of node ¢

© Unsecured physical path length

q Large prime number accommodating a

cryptographic key

d Dimension of multi-dimensional graphs

m Parameter equal to /n

t Bivariate polynomial degree

L Number of blocks in UKP

o Order of a unital design

o, Parameters of Ramanujan expander
graph

w Number of key spaces in multiple key
space schemes

T Number of key spaces selected out of w
for use

7 Number of blocks of each disjoint set
in [27]

f+1 Number of per-node stored keys
in [9,11,12]

5y Degree of a strongly regular graph

A Number of common neighbors of each
pair of adjacent nodes in a strongly
regular graph

i Number of common neighbors of

each pair of non-adjacent nodes in a
strongly regular graph
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