
Scientia Iranica, Vol. 15, No. 2, pp 246{251
c
 Sharif University of Technology, April 2008

A New, Publicly Veri�able,
Secret Sharing Scheme

A. Behnad1 and T. Eghlidos�

A Publicly Veri�able Secret Sharing (PVSS) scheme, as introduced by Stadler, has a feature
where anyone, besides the participants, can verify the validity of the shares distributed by
the dealer. Schoenmakers added a new feature, by providing a proof of correctness of the
shares released by the players in the reconstruction process. This protocol is claimed to
be an improvement on Stadler's and Fujisaki-Okamoto's, both in e�ciency and in the type
of intractability assumptions. However, Young-Yung improved Schoenmakers' PVSS, using a
Discrete-Log instead of a Decision Di�e-Hellman. In this paper, a new PVSS is presented,
having an intrinsic di�erence with its predecessors, that is, the participants can prove the validity
of their given shares, implicitly, proving their membership by a zero-knowledge protocol. This
feature prevents cheaters from participating in the reconstruction process to gain valid shares.
Hence, the new proposed PVSS is more secure than previous ones. Besides, the dealer only
sends the amount of commitments limited to the threshold value, regardless of the number of
shareholders; this leads to a more dynamic protocol.

INTRODUCTION

A secret sharing scheme is a method for increasing the
security of cryptographic systems so that, instead of
having access to the secret (key) exclusively, a secret
is shared between groups of participants by a dealer in
the distribution process, such that speci�c subgroups
(access structure) of the shareholders can recover the
secret by pooling their shares in the reconstruction
process. Secret sharing was �rst introduced by Blak-
ley [1] and Shamir [2], independently. Threshold
secret sharing has more importance in applications
than other kinds of secret sharing scheme and it is used
in advanced protocols. In a (t; n)-threshold scheme,
a secret value is shared between n participants, such
that any t of them can recover the secret by pooling
their shares simultaneously. Shamir's threshold secret
sharing scheme is based on polynomial interpolation
in a �nite �eld. In spite of introducing other secret
sharing schemes, for instance [3] and [4], Shamir's
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scheme has attracted more attention than the others,
due to its e�ective applicability and the fact that it is
the basis of most other secret sharing protocols.

Although Shamir's scheme is simple and e�cient,
it still has some security considerations, such as an
inability to recognize the honesty of the dealer in
sharing the secret, preventing cheating by players and
detecting cheaters. Hence, several protocols have
been introduced to cover the security issues mentioned
above. Among these protocols, the Veri�able Secret
Sharing scheme (VSS) [5-8], enables shareholders to
verify their own shares and, thus, prevent them from
submitting incorrect shares in the reconstruction pro-
cess. Subsequently, Stadler [9] introduced the notion
of Publicly Veri�able Secret Sharing (PVSS) with the
objective that, not only can shareholders verify that
shares are correctly distributed, but also that anyone
can verify the same fact. Stadler expressed the main
goal of this speci�cation to convince each shareholder
of the uniqueness of the reconstructed secret, i.e. each
authorized subset of the access structure reconstructs
the unique secret. Schoenmakers [10] extended this
idea, such that the shareholders can provide a proof of
correctness for each share released in the reconstruction
process. According to [10], his approach is much sim-
pler than Stadler's and the followed Fujisaki-Okamoto's
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PVSS [11], both theoretically and practically. Later,
Young-Yung [12] presented an improvement on [10] and
presented a PVSS for sharing discrete-logarithms that
is as hard to break as the Discrete-Log problem itself, in
contrast to [10], which is based on the Decision Di�e-
Hellman. The scheme presented in [12] has a property
that diverts from the traditional Shamir-based secret
sharing.

In the previous PVSS, each participant registers a
public key at the beginning of the distribution process
and the dealer publishes the encrypted shares in such a
way that the shareholders can decrypt and verify their
own shares, but they can only verify the correctness
of the other shares. Indeed, the membership of
shareholders in the secret sharing protocol is recognized
by their registered public key. Thus, it is necessary
for their shares to be veri�ed, regardless of their
membership.

In contrast, in this paper, a new PVSS is intro-
duced, in which the membership of the shareholders
is merely related to their shares, without any need
for a pre-registered key. Thus, there is no di�erence
between the player who receives an incorrect share in
the distribution process and the third party. Instead,
in the new PVSS, two di�erent processes were added
to the protocol; one in the distribution process, called
disputation, is used in case any complaint against the
dealer is reported from the shareholders. By this
process, similar to the previous PVSS protocols, the
honest dealer can prove to anyone that the correct
shares were sent to those shareholders who complained.
The other one, called membership proof, is used to
authenticate the membership of the shareholders. This
implies that the shareholders can prove the validity of
their given shares and prove their membership by a
zero-knowledge protocol. This process is applied at
the beginning of the secret reconstruction process to
prevent unauthorized parties participating in the �nal
step, i.e. pooling the shares.

In this way, it is only necessary for the sharehold-
ers to verify their own shares in the distribution pro-
cess, because, if a participant does not receive a correct
share in the distribution process, his membership will
not be veri�ed in the reconstruction process and will
be discarded.

Thus, the PVSS described here has an inherent
di�erence with that of Schoenmakers and his predeces-
sors, but still involves the concept of PVSS. In contrast
to the previous protocols, in which the dealer directly
proves the correctness of the distributed shares, in
the approach described in this paper, the shareholders
can prove the honesty of the dealer in sharing the
secret, by proving their membership to other parties
(i.e. anyone).

The new protocol involves Feldman's [6] scheme,
as the basis for both sharing and reconstructing the

secret, although Pedersen's scheme [7] could also be
made use of. As long as a threshold secret sharing
is linear, one can apply secret sharing without a
dealer [7,13,14] and proactive secret sharing [14-16]
to the protocol. The new protocol is prepared for
application of these features, but in this paper, the
authors avoid mentioning the two states of the protocol
explicitly.

The security of the two added processes men-
tioned above, i.e. disputation and membership proof,
are based on the Di�e-Hellman problem, similar to the
Schoenmakers' protocol, followed by a zero-knowledge
proof. From a performance point of view, the new
PVSS does not make use of any key for commitments,
has less number of commitments and is more dynamic
than the variant introduced by Shoenmakers.

The outline of this paper is, as follows. First, basic
notations are presented and the new PVSS scheme is
introduced. Then, the performance of the new scheme
is discussed and the security of the scheme is presented.
After that, the whole paper is summarized and the
results are discussed. Finally, concluding remarks are
presented.

PRELIMINARIES

Throughout this paper, all computations are performed
in two di�erent �elds, Zp and Zq, where p and q
are two large prime numbers, such that qjp � 1. Let
Gq denote a subgroup of prime order q in Z�p , such
that computing discrete logarithms in this group is
infeasible. Moreover, g 2 Gq denote a generator of
the group.

Note that, all computations in the form of g� are
accomplished in Z�p and those of the exponents are
performed in Zq. All other computations are performed
in Zq. The module of each congruence relation is
mentioned if necessary.

NEW PVSS

The new construction for a (t; n)-threshold access
structure is described, however, it can be applied to
any monotone access structure for which a linear secret
sharing scheme exists [10]. This protocol, similar to
all secret sharing protocols, consists of two processes,
distribution and reconstruction. In the distribution
process, a dealer shares a secret and distributes the
shares among participants who, subsequently, verify
their received shares. If any share is not approved
by a participant, the other participants, or third
party, investigate the complaint within the so-called
disputation stage. In the secret reconstruction process,
the players mutually verify their membership, exchange
their shares and, after verifying them, reconstruct the
secret.



248 A. Behnad and T. Eghlidos

Distribution Process

This process consists of the following three stages.

Distribution of the Shares
The dealer sets F (x) = F0 + F1:x + � � � + Ft�1:xt�1,
where F0 = s is the secret and F1; � � � ; Ft�1 2R Zq,
then publishes Ci = gFi for i = 0; 1; � � � ; t � 1. The
participant, j, j = 1; 2; � � � ; n, registers gaj as his public
key to the dealer, where aj 2R Zq. Also, the dealer
picks d 2R Zq, publishes gd, then, sends the encrypted
share, Ej = sj(gaj )d, back to the participant, j, where
sj = F (j) for simplicity is the assigned share.

Veri�cation of the Shares
The shareholder, j, decrypts Ej by computing sj =
Ej :[(gd)aj ]�1, then, veri�es the share, sj , by computing
gsj =

Qt�1
i=o C

ji
i . If the relation does not hold, then, the

shareholder complains against the dealer.

Disputation
In the case of any complaint, the third party, R, can
vote against the dealer, D, or the shareholder, A, by
the following protocol:

1. A and D choose a; d 2R Zq, respectively, and
publish ga and gd;

2. A and D calculate gad and publish � = g(gad)�1
,

independently;
3. R checks if �A = �D. If it holds, the protocol is

continued; else R requests the values a, d from A
and D. Thus, R can detect the dishonest party by
calculating ga, gd and g(gad)�1

. In this case, the
protocol is terminated;

4. D publishes eA = sAgad (mod q);
5. R chooses r1, r2 2R Zq and sends � = gr1+r2eA to

D;

6. D calculates � = �(gad)�1
and sends it back to R;

7. R checks if [�(�r1)�1]r
�1
2 =

Qt�1
i=0 C

jiA
i . If the

equality holds, sA is correct, otherwise, the share
is not valid.

Note that, in the new PVSS, the registered key, gaj , by
participant j, in the distribution process, is used only
to receive the share securely, in contrast to the previous
PVSS [9,10], where the registered key is necessary for
share veri�cation in the secret reconstruction process.

Reconstruction Process

This process consists of the following two stages.

Membership Proof of the Shareholders
When the number of participants reaches at least the
threshold t, each two shareholders run the membership

sub-process to verify the membership of the other
party. In a case where the membership of at least t
parties is veri�ed mutually, the reconstruction process
enters the next step.

Membership Proof
Here, anyone plays the role of veri�er and the prover
possesses the share, sj , j = 1; 2; � � � ; n, as follows:

1. The veri�er chooses a 2R Zq and sends ga to the
prover;

2. The prover chooses b 2R Zq, then, sends RP =
(ga)b+sj and gb to the veri�er;

3. The veri�er computes RV = [(gb) � (
Qt�1
i=0 C

ji
i )]a,

then, checks whether RV = RP or not. If it
holds, the prover is the shareholder who assigned
the share, Sj .

Along with membership proof, the conventional key,
gab, can be made by each two parties, for the use of
encryption.

Pooling the Shares
The shareholders send their encrypted shares, using the
conventional key, gab, obtained from the membership
proof stage, to the other shareholders. Each of them
extracts and veri�es the share, using Ci, by computing
gsj =

Qt�1
i=0 C

ji
i . The secret is reconstructed, as follows:

s =
Xt

i=1
!isi;

where !i =
Q
j 6=i i

j�1 is a Lagrange coe�cient.

PERFORMANCE

All previous PVSS protocols (see [9-12]) follow a sim-
ilar approach for improving security and performance.
However, the new PVSS adds another view to the
protocol.

The new PVSS has the following advantages over
previous protocols:

1. It does not make use of key registration for share
veri�cation in the secret reconstruction process.
The shareholders are identi�ed by their own shares;

2. The number of commitments in the new PVSS is
limited to the t elements of Gq, whereas in the
previous PVSS protocols, it is more. For example
in [10] one element of Gq and one element with a
length of size jqj are added for each shareholder.
The number of commitments in [11] is signi�cantly
more than that mentioned above [10];

3. This method is more dynamic than previous ones; a
new participant can join the secret sharing protocol
without any need for publishing new commitments
by the dealer;
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4. In the reconstruction process of the new PVSS, the
secret is not recovered until the membership of each
player is veri�ed by the other players. But, in
the previous PVSS [9-12] there is no method for
considering the membership proof of the players.
Thus, unauthorized parties can participate in the
secret reconstruction process.

Even though it is not mentioned explicitly in previous
protocols, it is possible to verify the membership of
the players using the registered public keys. For doing
this, a player should be convinced that the other
players are those who registered their public keys in
the distribution process. But, in the new PVSS, the
membership is proved directly, without any need of
the registered keys. This property makes the protocol
more dynamic and verifying the membership does not
depend on the availability of the registered key and the
commitment of one's share.

In contrast to the protocol described in [10],
which is more similar to the authors' PVSS, the new
protocol is interactive at both added disputation and
membership proof stages. However, the disputation
stage is not run, if the dealer and participants play fair.
The number of times this stage might be run depends
only on the number of complaints. If r complaints are
reported, this stage is performed with the complexity
of O(rn); where n is the number of participants.

SECURITY

Two major features of the new PVSS protocol are dis-
putation and membership proof, which are added to the
distribution and reconstruction processes, respectively.
Hence, the security of the protocol is based on the
security of these two stages.

Publicly Veri�able Secret Sharing is mainly appli-
cable to cases where there is a complaint against the
dealer in the distribution process. In this situation, the
dealer should be able to publish a mask of the share,
sA, given to the shareholder, A, so that:

(i) Only A is able to extract and verify sA from the
masked value;

(ii) The dealer is able to prove to the third party that
A can calculate the correct value of sA from the
masked value.

These features are ful�lled within the disputation stage.
In this stage, the conventional key, gad, is made by the
Di�e-Hellman key agreement between A and D. Thus:

(i) Only the shareholder, A, can extract the share,
sA, from the published masked value, sAgad, by
the dealer, in step 4 of the disputation stage;

(ii) Because the dealer commits to gad by �, in step 2
of the disputation stage, which is veri�ed in step 3

of this stage by a third party, the equality in step 7
holds, if, and only if, the dealer would send the
valid share in step 4.

In the disputation stage, the third party, R, is con-
vinced that the dealer, D, publishes the encrypted
correct share, eA. On the other hand, the shareholder,
A, obtains a correct share by decrypting eA, which is
stated within Lemma 1.

Lemma 1

(a) The dealer, D, cannot send an invalid share to the
participant, A;

(b) The participant, A, cannot claim that the received
share is invalid.

Proof
(a) By verifying �A = �D in step 3 of the disputation

stage, R is convinced that A and D agree on the
common key. Suppose that a dishonest dealer
sends the forged encrypted share, e0A, in step 4
and replaces e0A with eA, in �, during step 6, to
deceive R in step 7. Even if D could solve the
discrete logarithm, he should compute r1 + r2eA
from r1 + r2e0A, which is impossible, due to the
unknown numbers; r1 and r2;

(b) By verifying the equality in step 7, R is convinced
that D sent an encrypted correct share, with the
committed common key, to A. On the other hand,
from step 3, R was convinced that A had the same
common key. Therefore, A can extract the valid
share from eA.�

The security of the membership proof stage is based
on the Di�e-Hellman assumption, which is proved by
Lemma 2.

Lemma 2

Under the Di�e-Hellman assumption, it is infeasible
for an unauthorized party to pretend to be a share-
holder.

Proof
In order to impersonate a shareholder possessing, si,
the unauthorized party should be able to compute gasi
from the inputs ga and gK ; ga1 ; ga2 ; � � � ; gat�1 to an
algorithm A with some probability of success. Using
the same algorithm, one could obtain g�� from g�
and g� with the same probability, by setting a = �
and simulating a secret sharing scheme, in which �
corresponds to the share of the shareholder, i, i.e.
� = K 0 + a01i + � � � + a0t�1it�1 and feed g� and
gK
0
; ga

0
1 ; ga

0
2 ; � � � ; ga0t�1 to A. By doing this, the party

should �rst choose the coe�cients,K 0; a01; a02; � � � ; a0t�1,
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such that the relation, g� = gK
0
ga
0
1i � � � ga0t�1i

t�1
holds.

This implies solving the Di�e-Hellman problem.�
Note that proof of the correctness of the shares to

the third party in Lemma 1 and the membership proof
in Lemma 2 are both realized by zero-knowledge proofs.
However, the security of both stages, i.e., disputation
and membership proof, are based on the intractability
of the Di�e-Hellman problem.

RESULTS AND DISCUSSION

The main goal in verifying the validity of a share by
other players, as stated by Stadler [9], is the assurance
of the uniqueness of the reconstructed secret (key) by
each subset of the access structure. However, this
property of publicly veri�able secret sharing has a
more important application than that Stadler observed.
Using this property, the dealer can prove to the other
parties that a correct share has been sent to a speci�ed
player. Thus, this player cannot claim that an incorrect
share has been received. A similar approach was em-
ployed in [10-12]. In [10], Schoenmakers extended the
PVSS by adding a new property to the reconstruction
process, such that the participants could provide proof
of the correctness of their released share.

In the new scheme, by establishing a new stage
as membership proof, the assurance of the correctness
of each share by other parties is considered a part
of reconstruction and not a part of the distribution
process. In this way, after the shares have been
veri�ed by the shareholders, each one can be assured
of the correctness of the shares possessed by the other
shareholders, for, if a party did not receive a correct
share in the distribution process, his membership could
not be proved in the reconstruction process. So, the
protocol does not distinguish between this party and a
third party.

Membership proof has the capability of gathering
authorized shareholders for the secret reconstruction.
Suppose that a number of authorized shareholders,
less than the threshold, intend to recover the secret.
For this purpose, they should gather the remaining
shareholders up to the threshold. If there were not any
criterion to verify membership, even in the presence
of only one cheat among the players, he would not
be detected until the secret reconstruction process.
Thus, the cheater could interfere and postpone the
process. Hence, this additional process separates the
shareholders from other players.

Note that this method results in a more dynamic
protocol, as publication of a new key commitment by
the dealer would no longer be required.

Moreover, the new PVSS provides the partici-
pants with the possibility of complaint against the
dealer, if they were to receive an invalid share in the
disputation phase, added to the distribution process.

CONCLUSION

Two important characteristics of PVSS, which have
already been stated, are proving the correctness of
distributed shares to anyone in the distribution process
and verifying shares pooled in the secret reconstruction
process. In this paper, by adding a new phase, called
membership proof, each shareholder is able to prove
the holding of a valid share without revealing it,
which implies the membership proof of the shareholder.
Within this phase, everyone can be convinced of the
authorization of those players who have participated
in the reconstruction process.

The new method has the advantage of limiting
the number of commitments to the threshold used in
the protocol, regardless of the number of shareholders.

It seems that the new PVSS is consistent in situa-
tions where communication between dealer and share-
holder, after the distribution process, is not possible;
also, in situations where saving the commitments by
each shareholder is impossible, due to security concerns
or memory limitation. Considering the properties of
Ad-Hoc networks, it appears that the new PVSS is also
suitable for application in these networks.
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