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Abstract. Many sources of risk a�ect network elements, which may lead to network
failure; thus, planners need to consider them in the network design. One of the most
important strategies for disruption risk management is the static resilience. In this strategy,
the network functionality is maintained after the disruption event by the prevention and
hardening actions. In this paper, a resilient capacitated �xed-charge location-allocation
model is proposed. Both facility hardening and equipping of the network with backup
facilities for disrupted elements are considered together to avoid supply network failure
due to random disruption. Facilities are decided to be hardened in multiple levels before
disruption events. The problem is formulated as a non-linear integer programming model;
then, its equivalent linear form is presented. A Lagrangian Decomposition Algorithm
(LDA) is developed to solve large-scale instances. Computational results con�rm the high
e�cacy of the proposed solution approach, compared to classical solution approaches, in
dealing with large-scale problems. Moreover, the superiority of the proposed model is
con�rmed in comparison to the classical models.

© 2019 Sharif University of Technology. All rights reserved.

1. Introduction

1.1. Motivation
Supply networks (e.g., supply chains and electrical
power networks) are widespread throughout the world.
Such networks consist of a set of facilities (e.g., power
substations, ports, and distribution centers) and a set
of customers to be served by the facilities. These
facilities form the backbone of networks, and their
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failure may result in interruptions in the ow of goods
or services. One common assumption about traditional
supply network design decisions is that facilities are
always operational and never fail while operating;
hence, the possibility of failure is not incorporated
into the problem modeling. Because the operation of
networks can be disrupted randomly or intentionally,
there is a need to perceive how network systems and
their performance can be a�ected by the failure of their
facilities in the real-world cases of disruption events.
For example, the failure or decline of power supply
facilities eventuates in dramatic consequences for a
national society and its economy; thus, these facilities
are vital entities. The relevance of a continuous
power supply to our daily life, industrial production,
and electronics stimulates today's society to be highly
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vulnerable and susceptible to power supply stoppage.
In all countries, even a short power outage is not ac-
ceptable due to having signi�cant impact on the entire
economy. For example, power outages in the North
East of the United States in 2003 brought adverse
e�ects on business in this area. Due to a labor strike in
2002, 29 ports on the eastern coast of the United States
were disabled, leading to the closure of the New United
Motor Manufacturing Plant. Natural disasters can also
have signi�cant impact on these network performances
and their functionalities. In 2010, 450 natural disasters
were recorded across the world; in 2011, only the
U.S. rescued economic damage worth over 55 billion
dollars from natural disasters [1]. After Hurricane
Katrina, due to the loss of electric power at the
pumping stations, the supply of petroleum products
was interrupted. The incidence of these disruptions
and their consequences have increased recently. A
research center for communicable disasters has stated
that disruptions have increased exponentially around
the world during the past few decades.

Additionally, facility disruption is sometimes even
more important; for instance, failures of emergency
rooms in hospitals and Automated Teller Machines
(ATMs) may lead to irreparable consequences. These
instances and their severe consequences demonstrate
that the classic supply network design is not able to
cope with disruption by unpredictable events. It has
forced decision-makers to consider the possibility of
facility disruptions and to protect such facilities from
failure during the network design.

1.2. Related studies
In the literature, supply network disruption risks are
divided into two categories based on their sources:
random and intentional disruption risks. The former
may occur at any point of the supply network, such as
natural hazards (e.g., earthquakes, system component
breakdown and plant �re). However, in the latter
category, components whose failure may bring maxi-
mum damage to a supply network are highly probable
to be targeted (e.g., terrorist attacks and labor union
strikes) [2].

The reliability of supply networks can be im-
proved by implementing some risk management strate-
gies to mitigate disruption e�ects. Static resilience
is one of the most important strategies of disruption
risk management in the supply chain network design.
The main objective of this strategy is to maintain the
network functionality after disruption and often focuses
on reduction options in terms of prevention and protec-
tion in order to design reliable systems and prevent
(or absorb) adverse events. Facility hardening with
additional investment in location-allocation decisions
about hedging network from failures is an instance of
this strategy that leads to the creation of a reliable and

e�cient network. Hardened facilities are immune to a
failure and do not lose the capacity after disruptive
events; thus, they are completely reliable. Facility
hardening includes acquiring and installing protective
measures, procuring and maintaining backup inven-
tory, and hiring extra workers [3]. Telecommunication
networks, water supply, power supply, power distribu-
tion, energy networks, etc. are some instances for these
strategy applications.

In this paper, we study a facility location-
allocation problem with the possibility of facility dis-
ruption, considering facility hardening and facility
backup for network reliability improvement. The two
main categories of studies can be identi�ed in facility
hardening for network reliability improvement. In
the �rst one, network facilities are commonly subject
to interdiction (i.e., intentional and planned attacks),
and decisions are made using bi-level or tri-level game
theory models. In such studies, decisions about al-
location of protection resources are made to protect
networks with facilities that are more e�ective. The
previous studies in [4-8] are examples of the �rst
category. In the second one, facilities face random
disruption; there are commonly two types of facilities:
unreliable facilities with speci�c failure probabilities
and hardened or reliable ones that must be located.
The model makes decisions about facility location and
allocation to customers to minimize the total expected
cost. The previously published works in [9-12] are some
studies in the second category.

To the best of the authors' knowledge, there are
only four studies of facility hardening at di�erent levels.
Azad et al. [2] and Fattahi et al. [13] classi�ed facilities
into di�erent hardening levels and costs; the model
makes decisions about locations and the primary and
backup assignments [2,13]. However, Jabbarzade et
al. [14] considered a model to make a decision about
these classi�ed facility locations, customer allocations,
inventory, and a number of transshipments from re-
liable facilities to unreliable ones. Losada et al. [15]
found a relationship between network recovery time
and di�erent initial amounts of protection investment
for di�erent hardening levels. In order to minimize the
total expected costs, the model makes decisions on only
facility protection investments. In addition, all previ-
ous studies have considered a single allocation situation
for customers assigned to located facilities via binary
decision variables, while the present paper proposes a
non-linear integer programming model that considers
multiple allocation situations for customers assigned to
facilities and facility hardening at di�erent levels. Fa-
cilities can be partially hardened under di�erent initial
rates of protection investment; therefore, facilities may
lose some of their capacity after disruption events based
on their hardening levels. Hardened facilities at level
one will not lose their capacity after disruption events,
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Table 1. Brief review of studies in facility location for the network reliability improvement.

Reference Protection
decision

Backup Disruption
type

Disruption
probability

Customer
allocation

Objective
function

Decision
variable

[13]
Multiple level
hardening
classi�ed facility

X Random |{ Single
allocation

MTECa FLb

PBAc

[14]
Decreasing lost capacity
classi�ed facility

X Random
Independent
site dependent

Single
allocation

MTEC
FL

PBA
IATd

[27]
Classical hardening
classi�ed facility

X Random |{ Single
allocation

MTEC FL
PBA

[8]
Classical hardening with
decision variables

X Random Independent
site dependent

Single
allocation

MTEC
FL
FHe

PBA

[28]
Classical hardening
classi�ed facility

X Random Site
dependent

Single
allocation

MTEC FL
PBA

[15]
Decreasing recovery time
with decision variable

|{ Intentional |{ Single
allocation

MTEC PA
PRA

[5]
Classical hardening
with decision variable

|{ Intentional |{ Single
allocation

MMTC
FL
PAf

PRAg

[11]
Classical hardening
with decision variable

X Random Independent
site dependent

Single
allocation

MTECh
FL
FH

PBA

[2]
Decreasing lost capacity
classi�ed facility

X Random Independent
site dependent

Single
allocation

MTEC FL
PBA

Current
Research

Multiple level hardening
with decision variable

X Random Independent
site dependent

Multiple
allocation

MTEC
FL
FH

PBA
aMTEC: Minimization of the total expected cost; bFL: Facility location; cPBA: Primary and backup assignment;
dIAT: Inventory and transportation; eFH: Facility hardening; fPA: Primary allocation;
gPRA: Protection resource allocation; hMMTC: Minimization of the maximum total cost.

while hardened facilities at level two will lose half of
their capacity after such events. Table 1 presents a
brief review of the second category-related studies.

One of the real applications of the proposed
model is the decisions concerning the protection of
hospitals and clinical services against accidental elec-
tric power outage during their operation. Di�erent
types of medical equipment (e.g., oxygen compressors,
dialysis machines, mechanical ventilation, and cardiac
monitors) require su�cient power to carry out vital
support tasks for patients in these centers. Due to
the sensitivity of this equipment to power, the power
outages can a�ect the quality of patient care. There-
fore, planners should invest in electricity supply and
outage prevention when they construct hospitals and
other health care centers, such as clinics, laboratories,
and nursing homes [16]. For this purpose, di�erent
types of power generators can be used to supply part
of the electricity consumed by speci�c departments in

hospitals, such as the emergency rooms in an accidental
power outage. In other words, using generators of
uninterruptible power of low to moderate power, these
units will be only responsive to the electricity consumed
by speci�c departments, such as emergency rooms.
Moreover, in order to supply all parts of the hospital
in a major electricity disruption, parallel high-capacity
power lines can be used. The hardening of the distri-
bution centers against �re in the supply chain design
is another application of the proposed model. Fire in
these centers can be prevented through maintenance
of electrical wiring and accessories, education on the
basis of electrical safety principles, and investment
in low-risk �re�ghting equipment. Furthermore, the
installation of �re detection systems and rainwater
systems will reduce the impact of �re [14]. In this
condition, by storing some stocks in these centers,
part of customer's demands can be satis�ed, and the
remaining demands will be supplied by other centers.
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The proposed model can be used in various real case
applications, such as two mentioned ones, to have a
resilient network.

The main contributions of this study that di�er-
entiate it from the past studies in the related literature
can be summarized as follows:

� A non-linear integer programming model is devel-
oped for the facility location-allocation problem
in the supply chain network design, considering
a multi-allocation situation for customers assigned
to facilities, capacity limitation, and multi-level
hardening to optimize the total expected cost in
disruption events;

� A comparison of the model priority is made with
classical hardening decisions in facility location
problems in di�erent facility failure probabilities;

� The proposed model is linearized by suitable tech-
niques;

� A Lagrangian Decomposition Algorithm (LDA) is
developed to obtain a solution to large-scale prob-
lems in a reasonable amount of time.

The structure of this paper is organized as follows. The
proposed model and its proper LDA are presented in
Section 2. Section 3 presents the computational results.
Finally, results and suggestions for the future research
are given in the last section.

2. Problem description

The proposed model considers the �xed-charge facility
location problem with site-speci�c facility failure prob-
abilities and facility hardening. The model seeks to
minimize the total expected cost by optimally opening
facilities, deciding on the hardening level of opened
facilities, and allocating customers to them as primary
and backup assignments. We describe the assumptions,
notations, and parameters to formulate the problem in
the following sections.

2.1. Assumptions
The main assumptions of the proposed model are as
follows:

� Customer demands are deterministic and can be met
by multiple facilities;

� Facility disruption is independent and site-speci�c;
� The establishment cost is site-speci�c;
� A facility can be hardened at additional cost up to

the highest level during its establishment;
� Only facilities hardened at level one are reliable and

immune to failure;
� After a disruption event, based on a facility hard-

ening level, the disrupted facility keeps serving part

of its assigned demands, and unserved demands are
reassigned to another reliable facility with a penalty
cost per unit of demand;

� The transportation cost is related to the distance
between a customer and its assigned facility per unit
of demand.

2.2. Mathematical model of reliable facility
location-allocation with multi-level
hardening

The following parameters and variables are described
and followed by the mathematical model.

Notations and sets

I Set of potential locations;
J Set of customers;
L Set of hardening levels;
V Penalty budget;
B Hardening budget;
M A large positive constant.

Parameters

dj Demand of customer j;

pi Failure probability of facility i;
ai Establishment cost of facility i;
si Penalty cost of facility i;
ci Capacity of facility i;
hij Cost of per unit of demand to ship

from facility i to customer j;
fil The lth level hardening cost of

facility i.

Decision variables

xi 1 if plant i is opened; 0, otherwise;
zil 1 if plant i is hardened at level l; 0,

otherwise;
ttij 1 if facility i is allocated to customer

j; 0, otherwise;
x1ij Fraction of customer j's demands

is satis�ed by facility i as primary
facility;

x2irj Fraction of customer j's demands is
not satis�ed by facility r as a primary
facility, but is satis�ed by a backup
facility i.

2.3. Mathematical model
The mathematical model of the Reliable Facility
Location-Allocation problem with Multi-level Harden-
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ing (RFLAMH) can be presented by:

min :

W =
X
i

ai � xi +
X
i

X
j

x1ij � zi1 � hij

� dj +
X
i

X
j

X
l�2

x1ij � zil � hij

� dj � (1� pi) +
X
i

X
j

x1ij

�
 

1�X
l

zil

!
� hij � dj � (1� pi)

+
X
i

X
j

X
l�2

x1ij � zil � pi � hij

�
�
dj
l

�
+
X
i

X
j

X
r 6=i

X
l�2

x2irj � x1rj

� zrl � pr � hij � dj �
�
l � 1
l

�
+
X
i

X
j

X
r 6=i

x2irj � x1rj

�
 

1�X
l

zrl

!
� pr � hij � dj

+
X
i

X
j

X
l�2

x1ij � pi � zil � si � dj

�
�
l � 1
l

�
+
X
i

X
j

x1ij � pi

�
 

1�X
l

zil

!
� si � dj

+
X
i

X
l

fil � zil; (1)

s.t.:

x1ij � xi 8 i; j; (2)

x2irj � xi 8 i; r 6= i; j; (3)X
i

x1ij = 1 8 j; (4)

x2irj � zi1 8 i; r 6= i; j; (5)

zil � xi 8 i; l; (6)

X
l

zil � 1 8 i; (7)

X
i6=r

x2irj = ttrj � (1� zr1) 8 r; j; (8)

ttij � x1ij 8 i; j; (9)

ttij �M � x1ij 8 i; j; (10)X
i

X
j

X
l�2

x1ij � zil � si � dj

�
�
l � 1
l

�
+
X
i

X
j

x1ij �
 

1�X
l

zil

!
� si � dj � V; (11)X

i

X
l

fil � zil � B; (12)

X
j

x1ij � dj +
X
j

X
r 6=i

X
l�2

x2irj � x1rj � zrl

� dj �
�
l � 1
l

�
+
X
j

X
r 6=i

x2irj � x1rj

�
 

1�X
l

zrl

!
� dj � ci 8 i; (13)

xi; zil; ttij 2 f0; 1g 8 i; j; l; (14)

x1ij ; x2irj 2 [0; 1] 8 i; r 6= i; j; l: (15)

Eq. (1) is the objective function that minimizes the
total expected cost. Constraints (2) and (3) guarantee
that only open facilities can serve as suppliers. Con-
straint (4) ensures that customer demand should be
served completely. Constraint (5) ensures that only
reliable facilities can serve customers as backup suppli-
ers. Constraint (6) guarantees that only open facilities
can be hardened at di�erent levels. Constraint (7)
limits facilities to being hardened at most to one level
only. Constraints (8)-(10) guarantee that customers of
failed facilities can be reassigned to backup facilities.
Constraint (11) limits penalty budgets. Constraint (12)
limits hardening budgets. Constraint (13) considers the
capacity limitation of each facility to serve customers.
Constraints (14) and (15) de�ne decision variable
types.

2.4. Linearization of the proposed
mathematical model

It can be seen that the proposed model is nonlinear.
Therefore, in order to linearize it, we introduce some
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Table 2. Categories of variables change and linearization.

Category Description Nonlinear term and corresponding
linear constraints

(I)

New variable (B)a tzijl = ttij � zil

Additional constraints
tzijl � ttij ;
tzijl � zil;
tzijl � ttij + zil � 1:

(II)

New variable (C)b y1ijl = x1ij � zil

Additional constraints y1ijl � x1ij , y1ijl � x1ij + zil � 1,
y1ijl � zil, y1ijl � 0.

(III)

New variable (C) y3irj = x1rj � x2irj

Additional constraints y3irj � x1rj , y3irj � x1rj + x2irj � 1,
y3irj � x2irj , y3irj � 0.

(IV)

New variable (C) y2irjl = x1rj � x2irj � zrl ! y2irjl = y3irj � zrl

Additional constraints y2irjl � y3irj , y2irjl � y3irj + zrl � 1,
y2irjl � zrl, y2irjl � 0.

aB: Binary, bC: Continuous.

new binary and continuous variables with additional
constraints as reported in Table 2. For more detail,
see [17].

The equivalent linear model can be considered by:

min :

W =
X
i

ai � xi +
X
i

X
j

y1ij1 � hij � dj

+
X
i

X
j

X
l�2

y1ijl � hij � dj � (1� pi)

+
X
i

X
j

x1ij � hij � dj � (1� pi)

�X
i

X
j

X
l

y1ijl � hij � dj � (1� pi)

+
X
i

X
j

X
l�2

y1ijl � pi � hij �
�
dj
l

�
+
X
i

X
j

X
r 6=i

X
l�2

y2irjl � pr � hij � dj

�
�
l � 1
l

�
+
X
i

X
j

X
r 6=i

y3irj � pr

� hij � dj �X
i

X
j

X
r 6=i

X
l

y2irjl

� pr � hij � dj +
X
i

X
j

X
l�2

y1ijl

� pil � si � dj �
�
l � 1
l

�
+
X
i

X
j

x1ij � pi � si � dj

�X
i

X
j

X
l

y1ijl � pi � si � dj

+
X
i

X
l

fil � zil; (16)

s.t.:
Constraints (2)-(7), (9), (10), (12), (14), (15):

X
i6=r

x2irj = ttrj � tzrj1 8 r; j; (17)

X
i

X
j

X
l�2

y1ijl � si � dj �
�
l � 1
l

�
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+
X
i

X
j

x1ij � si � dj �X
i

X
j

X
l

y1ijl

� si � dj � V; (18)X
j

x1ij � dj +
X
j

X
r 6=i

X
l�2

y2irjl � dj �
�
l � 1
l

�
+
X
j

X
r 6=i

y3irj � dj �X
j

X
r 6=i

X
l

y2irjl � dj

� ci; 8 i; (19)

tzijl � ttij 8 i; j; l; (20)

tzijl � zil 8 i; j; l; (21)

tzijl � ttij + zil � 1 8 i; j; l; (22)

y1ijl � x1ij 8 i; j; l; (23)

y1ijl � zil 8 i; j; l; (24)

y1ijl � x1ij + zil � 1 8 i; j; l; (25)

y2irjl � x2irj 8 i; r 6= i; j; (26)

y2irjl � y1rjl 8 i; r 6= i; j; l; (27)

y2irjl � x2irj + y1rjl � 1 8 i; r 6= i; j; l; (28)

y3irj � x1rj 8 i; r 6= i; j; (29)

y3irj � x2irj 8 i; r 6= i; j; (30)

y3irj � x1rj + x2irj � 1 8 i; r 6= i; j; (31)

tzijl 2 f0; 1g 8 i; j; l; (32)

y1ijl; y2irjl; y3irj 2 [0; 1] 8 i; r 6= i; j; l: (33)

2.5. Solution method
Since the classic solution algorithms for the capacitated
location-allocation problem need a huge computational
time, especially in large cases, it appears to be essential
to propose an e�cient solution approach to solving
the model in large instances. On the other hand, the
studies on location-allocation problems that utilize the
Lagrangian relaxation-based solution method to solve
the problem have presented the e�ectiveness of this
method in solving such problems [3,9,10,18-31]. Herein,
the Lagrangian Decomposition Algorithm (LDA) is
proposed to solve the problem e�ciently.

Solving the RFLAMH model is time consuming
by the GAMS software, especially for large-scale prob-
lems. Because the proposed model contains binary

and continuous variables, in this type of problems, a
decomposition approach can intensively reduce compu-
tational times. In order to prepare the proposed model
for decomposition in the �rst step by an implemen-
tation of linearization techniques, the proposed model
is changed into a linear form, in which all terms in
the objective function contain only one type of decision
variables. In the next step, by relaxing constraints that
connect binary and continuous variables, all terms in
unrelaxed constraints contain only one type of decision
variables. Then, the new linear relaxed problem can be
decomposed easily into two sub-problems. The �rst one
contains only binary variables that can be solved by the
branch-and-bound algorithm. The second one contains
only the continuous variables that can be solved by the
simplex method in a short time. Numerical calculations
and comparison in the next section show the e�ciency
of the proposed solution approach. The main structure
of the LDA is described below:

1. Lagrangian relaxation: The Lagrangian relax-
ation problem is obtained by relaxing constraints
that connect binary variables to continuous vari-
ables. The relaxed constraints appear in the new
objective function by Lagrangian multipliers;

2. Decomposition: The relaxed problem is then
decomposed into two independent sub-problems
that can easily be solved. Both sub-problems can
be solved optimally to generate lower and upper
bounds concurrently;

3. Sub-gradient optimization: The Lagrangian
multipliers are adjusted based on the violation of
relaxed constraints, and the process is repeated
until achieving a deterministic stopping criterion.

2.5.1. Lagrangian relaxation for the RFLAMH model
In the RFLAMH model, by relaxing Constraints (2),
(3), (5), (9), (10), (17), (24), and (25), the relaxed
problem can be expressed by:

min :

W =
X
i

ai � xi +
X
i

X
j

y1ij1 � hij � dj

+
X
i

X
j

X
l�2

y1ijl�hij�dj�(1�pi)

+
X
i

X
j

x1ij � hij � dj � (1� pi)

�X
i

X
j

X
l

y1ijl � hij � dj � (1�pi)

+
X
i

X
j

X
l�2

y1ijl � pi � hij �
�
dj
l

�
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+
X
i

X
j

X
r 6=i

X
l�2

y2irjl � pr � hij � dj

�
�
l � 1
l

�
+
X
i

X
j

X
r 6=i

y3irj � pr

� hij � dj �X
i

X
j

X
r 6=i

X
l

y2irjl � pr

� hij � dj +
X
i

X
j

X
l�2

y1ijl � pi

� si � dj �
�
l � 1
l

�
+
X
i

X
j

x1ij

� pi ��si � dj �X
i

X
j

X
l

y1ijl

� pi ��si � dj +
X
i

X
l

fil � zil

+
X
i

X
j

u1ij � (x1ij � xi)

+
X
i

X
r 6=i

X
j

u2irj � (x2irj � xi)

+
X
i

X
r 6=i

X
j

u3irj � (x2irj � zi1)

+
X
r

X
j

u4rj�
0@X
i 6=r

x2irj�(ttrj�tzrj1)

1A
+
X
i

X
j

u5ij � (x1ij � ttij)

+
X
i

X
j

u6ij � (ttij �M � x1ij)

+
X
i

X
j

X
l

u7ijl � (y1ijl � zil)

+
X
i

X
j

X
l

u8ijl�(x1ij + zil�1�y1ijl); (34)

s.t.:
Constraints (4), (6), (7), (12), (14), (15), (18), (19),
(23), (26)-(33).

2.5.2. Decomposition of the relaxed RFLAMH model
The relaxed problem is decomposed into two indepen-
dent sub-problems: location-hardening and allocation
sub-problems, called sub1 and sub2, respectively. In
sub-problems, uij , uijl, and uirj are Lagrangian multi-

pliers.

Sub-problem 1 (sub1):
The �rst sub-problem (sub1) that includes binary
variables is given only by:

min :

W =
X
i

ai � xi +
X
i

X
l

fil � zil

�X
i

X
j

u1ij � xi

�X
i

X
r 6=i

X
j

u2irj � xi

�X
i

X
r 6=i

X
j

u3irj � zi1

�X
r

X
j

u4rj � (ttrj � tzrj1)

�X
i

X
j

u5ij � ttij +
X
i

X
j

u6ij

� ttij �X
i

X
j

X
l

u7ijl � zil

+
X
i

X
j

X
l

u8ijl � zil; (35)

s.t.:

Constraints (6), (7), (12), (14), (20)-(22), and (32).

Sub-problem 2 (sub2):
The second sub-problem (sub2) that includes continu-
ous variables only is given by:

min :

Wsub2 =
X
i

X
j

y1ij1 � hij � dj

+
X
i

X
j

X
l�2

y1ijl � hij � dj � (1� pi)

+
X
i

X
j

x1ij � hij � dj � (1� pi)

�X
i

X
j

X
l

y1ijl � hij � dj � (1� pi)

+
X
i

X
j

X
l�2

y1ijl � pi � hij �
�
dj
l

�
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+
X
i

X
j

X
r 6=i

X
l�2

y2irjl � pr � hij � dj

�
�
l � 1
l

�
+
X
i

X
j

X
r 6=i

y3irj � pr

� hij � dj �X
i

X
j

X
r 6=i

X
l

y2irjl � pr

� hij � dj +
X
i

X
j

X
l�2

y1ijl � pi � si

� dj �
�
l�1
l

�
+
X
i

X
j

x1ij � pi ��si

� dj �X
i

X
j

X
l

y1ijl � pi ��si � dj

+
X
i

X
j

u1ij � x1ij +
X
i

X
r 6=i

X
j

u2irj

� x2irj +
X
i

X
r 6=i

X
j

u3irj � x2irj

+
X
r

X
j

u4rj �X
i 6=r

x2irj +
X
i

X
j

u5ij

� x1ij �X
i

X
j

u6ij �M � x1ij

+
X
i

X
j

X
l

u7ijl � y1ijl

+
X
i

X
j

X
l

u8ijl � (x1ij � y1ijl�1); (36)

s.t.:

Constraints (4), (15), (18), (19), (22), (26)-(31), and
(33).

2.5.3. Sub-gradient optimization
In order to solve the decomposed problems, a sub-
gradient algorithm is used to calculate the Lagrangian
multipliers. For more detail, see [29,30]. The following
notations and steps are used for the procedure.

Notations
WLB Best lower bound
WUB Best upper bound
$M Maximum of the relative gap
L Step size
� Step size coe�cient
t Number of iterations

tmax Max iteration
"tq Violation of constraint q for a solution

in iteration t
IM0 Max iteration without improvement

In order to generate lower and upper bounds concur-
rently with the suitable quality, sub-gradient optimiza-
tion is applied by using the following steps:

Step 0: Initialize the parameters (uq, �, tmax, IM0,
$M )

1. Set WLB ! �1 and WUB ! +1.

Step 1: 1. Solve sub1,
2. Solve sub2,
3. Set W �LR = W �sub1 +W �sub2,
4. If W �LR �WLB , set WLB = W �LR,

otherwise, IM = IM + 1,
5. Fix sub1 solution in the main problem and

get (W �),
6. If (W � < WUB)! Set WUB = W �,
7. Set $ = (WUB�WLB)

WLB
.

Step 2: 1. If (t � tmax OR $ � $M ), stop,
otherwise, go to the next step.

Step 3: 1. If IM � IM0, then � = �=2,
2. Set L = �� (WUB�WLB)P

q
("tq)2 ,

3. Set ut+1
q = max(0; utq + (L� "tq)),

4. Set t t+ 1 and return to Step 1.

3. Computational results

Some numerical analyses from di�erent aspects are
described in two parts. In the �rst one, the necessity
of the proposed mathematical model (RFLAMH) is
evaluated by comparing it to the classical hardening
facility location-allocation model (RFLACH). Then, in
the next part, the e�ciency of the proposed solution
algorithm (LDA) is considered in both solution quality
and computational time.

3.1. The proposed model's e�ect in the
network design compared to classic models

To consider the e�ectiveness of the proposed mathe-
matical model in a network design, the behavior of the
proposed model is compared with the classical hard-
ening facility location-allocation model (RFLACH) in
an instance. The selected instance consists of 15
facilities, 20 customers, and 3 hardening levels in
di�erent values of failure probability. The Objective
Function Values (OFVs) of the two models are obtained
for selected instance, considering various degrees of
failure probabilities. Figure 1 illustrates the di�erence
of two OFVs by increasing the failure probability.
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Figure 1. Di�erence of OFVs of RFLAMH and RFLACH
in di�erent failure probabilities.

The comparison of results shows that the total
cost of the RFLAMH model is lower than that of
the RFLACH model. This comparison con�rms the
necessity of using the proposed model in the network
design. The numerical analysis con�rms that the
proposed model should be used in cases with a large
value of failure probabilities of facilities.

3.2. Evaluating the e�ciency of LDA
In this section, the performance of the proposed solu-
tion approach is evaluated using some test problems
with several sizes. For mentioned problems, di�erent
parameters (e.g., capacity, facility establishment cost,
facilities failure probability, facility hardening cost, and
penalty cost) are randomly generated by the uniform
distribution function, as presented in Table 3. The
results of the LDA in each instance are compared with
the obtained results of solving the linear proposed
model by the CPLEX solver in GAMS 24.7.4. The
best values of the LDA upper bounds and the gaps of
the LDA compared to the CPLEX are given for each
problem in Table 4. For each problem, the LDA gap in
comparison to the CPLEX is obtained by:

RG2 =
(Upper BoundLDA �OFVCPLEX)

OFVCPLEX
: (37)

Table 3. Parameters for the generated test problems and
initial multipliers for the LDA.

Parameters Multipliers

ai = uniform[0:01; 0:1] u1ij = uniform(0:01; 0:1)
ci = uniform[10000; 13000] u2irj = uniform(0:01; 0:1)
dj = uniform[200; 500] u3irj = uniform(0:01; 0:1)
hij = uniform[10; 15] u4rj = uniform(0:01; 0:1)
pi = uniform[0:01; 0:1] u5rj = uniform(0:01; 0:1)
si = uniform[20; 30] u6rj = 0
fi1 = 0:01 � uniform[30; 50] u7ijl = uniform(0:01; 0:1)
fi2 = 0:01 � uniform[15; 20] u8ijl = 0
fi3 = 0:1 � uniform[12; 15]

Figure 2. Comparison of the LDA and CPLEX
computational times.

Figure 3. Comparison of the upper bound and OFV.

It is expected that the proposed solution algorithm be
more e�cient in solving the RFLAMH compared to the
classic solution approaches. Results of a comparison
are depicted in Figures 2 and 3.

4. Conclusion and recommendations

In the real world, facilities can be disrupted in some
cases. Facility disruption may lead to the increase
of network costs and customers dissatisfaction. This
concept can be more important for cases with higher
penalty costs of unserved demands. For example,
telecommunication networks, relief distribution cen-
ters, and emergency rooms in healthcare services are
some examples of such applications. The facilities
should be hardened enough to prevent a failure. In
this paper, a mathematical model was proposed, and a
static resilient network was considered. The numerical
studies con�rmed that the network designed by the
proposed model led to a signi�cantly less cost compared
to the network designed by classic models. The di�er-
ence between the proposed model and previous classic
models had a considerable di�erence in cases with high
facility failure probabilities. The human-based moni-
toring cases are some examples of such cases. Since
solving location-allocation models is time consuming
by the classical solution algorithms, especially for large-
scale problems, Lagrangian Decomposition Algorithm
(LDA) was one of the solution approaches to this
problems. In order to decompose the problem, the
proposed non-linear model was linearized. The numer-
ical results con�rmed that the LDA had the ability
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Table 4. Computational results of the LDA and CPLEX.

Instance Problem size CPLEX LDA
Ia Jb Lc OFVd RGe

1 CPUf (Sec.) UBg RG2 CPU (Sec.)

1 5 10 2 39171.390 0 1.419 39681.224 0.013 0.927
2 5 10 3 39171.390 0 4.767 39681.224 0.013 0.940
3 5 10 4 39171.390 0 12.280 39681.224 0.013 1.184
4 7 13 2 42430.504 0 14.651 43038.358 0.014 1.244
5 7 13 3 42430.504 0 40.199 43038.358 0.014 1.354
6 7 13 4 42430.504 0 230.409 43038.358 0.014 1.403
7 10 15 2 47505.120 0 93.728 51069.423 0.075 2.063
8 10 15 3 47505.120 0 952.693 51069.423 0.075 2.264
9 10 15 4 47552.983 0.25 1001.228 51069.423 0.074 2.596
10 15 20 2 59434.369 1 1001.897 62102.627 0.045 66.827
11 15 20 3 62818.390 0.85 1002.393 68054.859 0.083 5.779
12 15 20 4 66966.662 1 1002.956 68054.859 0.016 7.263

aI: Number of facilities; bJ : Number of customers; cL: Hardening levels;
dOFV: Objective Function Value; eRG1: CPLEX relative gap; fCPU: Computational time (sec.);
gUB: Upper Bound of LDA.

to generate very near-optimal solutions to the exact
ones in less computation time. There are some cases
with uncertain customer demands; therefore, demand
uncertainty can be one of the directions for future
researches. A decision about di�erent transportation
modes with di�erent environmental pollutions in the
problem modeling can be made in order to reduce the
total expected cost of location, hardening, transporta-
tion, and decreasing of environmental pollutions. Using
other decomposition algorithms can be considered as
another future work.
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